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TIpunoxenne 1
K [IpUKasy
Ne 473 ot « I » o8 2022 r.

ITOJIO>)KEHHME

06 opraHmsalM U nposeneHur paboT 1o o6ecreyeHnIo 6e30IaCHOCTY KOHPUIEHIMAIbHON
yH(GOpMALMY [IPY UX aBTOMaTU3MPOBAHHO 06paboTKe B MH(OOPMALMOHHBIX CUCTEMAX
TOT'BOVY IO «lleHTp pasBuTHs TBOPUYECTBA HETEN U IOHOLIECTBA»

TEPMWHBI, OITPEINEJIEHVS, COKPAIIIEHUA

ApmvuaucTparop 3anmThl (6esomacHocTi) MHGOpManuyu — JIMIO, OTBETCTBEHHOE 33
saumTy AC OT HeCaHKLUMOHUPOBAHHOI'O AOCTYIIAa K MHOpManyy;

ATl - ABOHEHTCKMI IIYHKT - aBTOMATU3MPOBAHHAS CHCTeMa, noakmouyaemas kK Cetu ¢
TIOMOILBI0 KOMMYHMKALMOHHOIO 060pPYIOBaHMS M IIpefHa3HaueHHas N9 paboThl aboHeHTa
Cetu;

APM - AsToMaTH3MpOBaHHOE paboyee MeCTO - IIPOrPaMMHO-TEXHUUYECKUI KOMIIIEKC,
npegHa3HaYeHHbII 1J1S1 aBTOMAaTU3aLMK JesiTeIbHOCTY OIIpe/ieJIeHHOrO BU/A;

BTCC - BeriomoraTe/ibHbIe TEXHUUECKNE CPeiCTBA M CUCTeMbI- TeXHUYeCKMe CpeCcTBa
Ji CHCTEMBI, HE MPeHa3HaYeHHBbIe /Ui TTepefauy, 06paboTKy ¥ XpaHeHusT KOHMMIeHIalbHOM
nHdopmaLmy, pasMelljaeMble COBMECTHO C OCHOBHbIMM TEXHMUECKMMM CpelCTBaMM MU
CHCTEeMaMM MM B 3aLIMIIIaeMbIX TIOMEIIIEHUSIX;

VirdopmanyonHble ceTy OOLIEro Nmoyb30BaHMS — BbIYMCIMTENbHbIe (MHGOPMALMOHHO-
TeJeKOMMYHUKALMOHHbBIE) CEeTM, OTKPbIThle [ T0Ab30BaHMS BceM GU3MYECKUM U
OPUAMYECKUM JIMAM, B YCJIYraX KOTOPBIX 3TUM JIMIIAM He MOXXET ObITh OTKa3aHo;

VC - UudopmarmonHasl cucteMa - COBOKYIHOCTb COfepyKalleiics B 6a3ax JaHHbIX
nHbopmanuin U obecrieuMBaOIMX ee 06paboOTKY MHOMOPMALMOHHBIX TEXHOJNOIMIA MU
TeXHUUECKUX CPENCTB;

KU - Kondupennuanpaag uudopmanms- nHGOpMAaLMI ¢ OrpaHMUYEHHBIM TOCTYIIOM, He
cofepyKailasi CBEeJeHMIM, COCTaBJSIOIIMX TOCYJapCTBEHHYIO TailHy, MOCTYIl K KOTOpOi
OrpaHnyMBaeTcs B COOTBETCTBMU C 3aKOHOAarenbctBoM Poccuiickoit Denepariy;

Kpunrocpencrso — mmbposanbHoe (Kpunrorpaduueckoe) CpefcTBo, IpegHasHaueHHoe
IJi 3aIUyThl MHQOpMALMK, HE COJlepiKallieil CBeJeHWUN, COCTaBJISIOIIMX I'OCYNapCTBEHHYIO
TaIHY;

JIBC — JlokanbHast BBIUMCIIATENIbHAS CETh - COBOKYIIHOCTb OCHOBHBIX TEeXHWYEeCKMUX
CPeACTB 1 CUCTeM, OCYLIECTB/SIONIMX OO6MeH uHMOpMaimerl MeXmy coboi M ¢ JIpyTuMu
JMHQOPMalMOHHbIMM cucTemamu, B Tom umucie c JIBC, uepes omnpeneneHHble TOUKM
BXOMa/BbIX0O/la MH(OpMAaIMK, KOTOpkIe SBJIsTIOTCs rpanuueit JIBC;

MDB - MexxceTeBoii 3KpaH - 9TO JIOKaJbHOe (OIHOKOMIIOHEHTHOE) MM (PYHKIMOHAIBHO
pacrnpereieHHOe — mporpaMMHoe  (IIpOrpaMMHO-almapaTHoe)  CpeAcTBO  (KOMILIEKC),
peanmu3yrolnjee KOHTPOJb 3a MH(pOpMauuey, I[IOCTYNAOlleid B aBTOMAaTU3UPOBAHHYIO
(MH(OPMALIMOHHYIO) CUCTeMY U (M1M) BBIXOASAIEH U3 HEE;

HI'M]I - nOpTaTMBHbBIN CMEHHbI HOCUTeIb MHGOpPMALUM, MCHONb3yeMblil I
MHOTOKPATHON 3aIlycy ¥ XpaHeHus: qaHHeIX. Ilpencrasiser cob0ii MOMEILEHHbINA B 3aIlMTHbIA
I/IACTUKOBbII KOPITYC OVICK, OKPBITHIN (DePPOMArHUTHBIM CI0EM;
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HOKM]I - 3amomMuHalollee  yCTPOMCTBO  (YCTPOMCTBO — XpaHeHmst — MHGbOpMALmK)
[POM3BOJILHOTO JOCTYIIA, OCHOBAHHOE Ha IIPMHIUIIe MarHUTHOM 3aIMCH;

HC]I - HecauKUMOHMPOBAHHBIA JOCTYN - HOCTYN K MH(bOpPMalum Wix HeUCTBUS C
yHdopMaIMeil, HapyuIarolye paBuia pasrpaHuyeHust JOCTYIIa C MCIOIb30BaHMEM IITATHBIX
cpencTs, npepocrasisievbrx CBT iy aBTOMaTU31POBAHHOM (uHGbOPMAaLIMOHHO) CUCTEMBI;

O6paboTka mH(pOpManMyu - COBOKYIIHOCTb oOIlepaumit c6opa, HakOIUIeHMs, BBOAA-
BBIBOJIA, TIPMEMA-TIepeiady, 3aITuCH, XPaHeH!sl, PErUCTPaLyM, YHUUTOXKEeHNMs, [IpeobpasoBaHms U
0TOBpaskeHus], OCYIIECTBISIeMbIX Hafi MHDOpMaLmei;

OnTUyeckuii  IMCK — cOBMpaTeNlbHOe HasBaHue [Jisi HOCUTeNlell MHpopMaumu,
ELIMIOJTHEHHBIX B BMAEe OUCKOB, UTEHME C KOTOPBIX BeAETCS C IIOMOLIBIO ONTUYECKOTOo
J3/TYUeHI, '

OTCC - OcHOBHbIE TeXHMUYECKME CpeICTBa ¥ CUCTEMbI - TEXHMUECKMEe CpelCTBa U
CIICTeMBI, a TaloKe X KOMMYHMKAIMM, UCTIO/Ib3yeMble A1 06paboTKM, XpaHeHNs U Iepesaun
roHbuoeHIManbHOM MHbopManuy;

ITO - [TporpamMMHOe obecriedueHye - COBOKYITHOCTb IPOrpaMM Ha HOCUTESIX JaHHbIX U
[IPOTPaMMHBIX JOKYMEHTOB, TIpefHa3HaYeHHbIX AJIS OT/IaIKM, (DYHKIMOHUPOBAHMS U IIPOBEPKU
PaBoTOCIIOCOBHOCTY AaBTOMATU3MPOBAHHON (MH(POPMALIMOHHOM) CUCTEMBI,

C3U ot HCI, - Cuctema sammtst uadopmanyy or HCJI - Kommiekc opraHu3anyoHHbIX
Mep ¥ MpOrpaMMHO-TEXHMYECKUX (B TOM YMCIe KpPUITOrpa(uyecKkux) CPefCTB 3alliUThbl OT
HeCaHKIJOHMPOBAHHOTO JOCTYIA K MHpopMaryy (HeCaHKLMOHMPOBAHHBIX IeMCTBUIA C Heil) B
aBTOMATU3UPOBAHHOM (MH(MOPMALIMOHHONM) CUCTEME;

CBT - CpencTBa BBIUMCIUTENbHOM TEXHUKM - COBOKYIHOCTb IIPOTPAMMHBIX U
TEXHIUECKIX 9JIeMEHTOB cucTeM 06paboTKM JaHHBIX, CIOCOOHBIX (QYHKUMOHUDPOBATh
CaMOCTOSTENIbHO M/IM B COCTaBe APYIUX CUCTEM;

D nen-HaKOIATENb — 3a[IOMUHAOLIEe  YCTPOMCTBO, MCIOJb3YyIOllee B  KauyecTse
HOCHTEJIS 3JIeKTPHUECKM CTUPAEMYIO TIepernporpaMMUpyeMyI0 SHEepProHe3aBUCHMYIO MaMsTh U
NIOAKITIOYaeMoe K KOMIIBIOTEPY

OCT3K Poccun - @epepanibHas CIyKOa 10 TEXHMYECKOMY U 3KCIIOPTHOMY KOHTPOJIIO
Poccuiickoi @emeparii;

®CB Pocenn - QepepanbHas cryx6a 6esomacHocT Poceniickon Depepayin.

1. O6mme moMoKeHus

1.1. TTonoskenue «O6 opraHMsaumu U TpoBegeHuM paboT 1o 0obecreyeHuIo
6e301acHOCTY KOH(MUIEHIMaIbHO MHGOPMAIMKU [IPY UX aBTOMAaTM3UPOBAHHON 06paboTKe B
rHdpopManuoHHex  cucremax» TOI'BOY OO «lleHTp pasButusi TBOpYeCTBa JeTeil U
joHoluecTsa» (manee - Ilomoykenue) paspaboraHo B Lensx obecriedeHus 6e30I1aCHOCTH
KOHGMMUIeHIMaNnbHOM MHbOpMAaIMi [TPU UX 06paboTKe B MHMOPMALMOHHBIX CUCTEMAX.

1.2. TTonoxkeHue ompenesnseT IMOPSOOK paboThl IIepcoHaja B YacTu obecrieueHus
Besonacuoctu KM ripu ux o6paboTke, MOPAIOK pasdbupaTenbCTBa M COCTABIEHUS 3aKIH0YeHNUI
no taxkram HecoGmOmeHus yciaoBuit xpaHeHus: Hocurtesneyt ¢ KV, mcronbsoBaHuUS CpelcTs
salTel MHGOpPMaLyKM, paspaboTKy M IpPUHATME Mep IO MpeJOTBPAIeHUIO BO3MOKHBIX
OMAaCHBIX TMOCAENCTBMI TaKuX HAPYILIEHMIi, MOPSAOK IpUOCTaHOBKM mpenocrasieHus KU B
cayyae OOHapy)KeHMs HapyLUIeHMI TIIOpsSoKa WMX IIpefoCTaBjeHus, IOpSfoK ob6ydeHus
repcoHasa IpaxkTiKke paboTrnl B MHQOPMALMOHHBIX CUCTeMax, IOPSANOK IPOBEPKU
S/EKTPOHHOTO JKYypHana obpallieHuit K MHOOPMALMOHHBIM CHCTeMaM, IIOPALOK KOHTPOJIA
COBMIONEHNsT YCIOBUI MCIIONb30BaHMUs CPeNCTB 3aluThl MHMOpMAalMM, IperyCcMOTpPEeHHbIe
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SKCITYaTAMOHHONM M TeXHMUeCKoi HOKyMeHTaluel, IpaBuia O6HOBJIeHMs! OBIIeCUCTEMHOrO
J{ TPMKJIAIHOTO TPOTPAaMMHOr0 obecreueHns, IpaBuia OpraHu3alyy aHTUBMUPYCHOM 3aIUThL 1
MApOBbHON  3allMThl, TMOPSAOK OXpaHbl M [ONYyCKa IIOCTOPOHHMX JIML[ B 3allyiliaeMble
[IOMellIeHMSI.

1.35.Tlpu obecrieuennu 6GesomacHocty KM B MHOOPMAaLMOHHBIX CHUCTEMaxX C
HCMONB30BaHMEeM KpUIITOrpaduueckux CpPeACTB 3alUThl MHQOpMAanuu BCe COTPYTHMKA
TOIBOY O «lleHTp pasBuTMSI TBOPUECTBA JETell M IOHOIIECTBa» OOSA3aHbI BBINONHATDH
TpeGoBaHIs, U3NOKEHHble B JOKyMeHTax «Meronyueckue peKOMeHJaluu IO paspaboTke
HOPMATMBHBIX [PABOBBIX AaKTOB, OIpENe/SIOIMX YIrpo3bl 6e30MacCHOCTM IepPCOHAJIBHbIX
IAHHBIX, aKTyalbHbIe [P 06paboTKe TIepCOHAIbHBIX JaHHbIX B MH(QOPMAIMOHHbBIX CHCTEMax
[epcoHanbHbIX OAaHHBIX, 3KCIUIYaTUPYeMbIX NMPU OCYLIECTBJIEHMM COOTBETCTBYIOLIMX BUIOB
nesirensrocTy (DCB Poccun N 149/7/2/6-432 ot 31.03.2015)» u IIpuxase ®CB Poccun ot 10
utonst 2014 r. N 378 «O6 yreepxpenuyu CocraBa M cOHepskaHMs OPraHM3alIMOHHBIX M
TEeXHUYECKIX Mep T0 obecreueHno 6e30MacHOCTH TIEPCOHAIbHBIX TaHHBIX IIPYU UX 06paboTke
B MHOOPMALMOHHBIX CHCTEMax I[IepPCOHANbHBIX JAHHBIX C MCIOIb30BAaHMEM CpPENICTB
kpynrorpahuueckoi 3amuTel MHOOPMALMM, HeOBXOIMUMBIX /ISl BBITIOJHEHMS YCTAHOBIEHHbIX
ITpaeutenscrsom Poccuiickoii @epepary TpeGOBaHMI K 3allyUTe IIePCOHABHBIX NAaHHBIX AJIs
KasKIoro M3 YpOBHEN 3allMIEHHOCTHY.

2. lopsamox paboThl mepcoHama B uacTu obecredenms GesomacHoctu KU npm umx
obpaborke B VIC.

2.1. Hacrogiumil MOpSAOK OMpefesseT MeiCTBUS IepcoHaja B 4YacTu obecriedeHUs
GesonacHocTy KU npu ux o6paboTke B UC.

2.2. lorryck moJib30BaTesneit [ajas paboTbl Ha KOMIIbIOTEpax OCYILIECTBJIsIeTCs Ha
OCHOBaHMM TIpMKasa, KoTopwlit usmaercs pykosomutenem TOI'BOY IO «lleHTp pasBuTus
TBOpPUYECTBA eTell 14 IOHOIIeCTBa» (masee pyKOBOAMUTENb), U B COOTBETCTBUM CO CIIMCKOM JIMII,
nomyileHHelx K pabore B WMC. C uenwsio obecrneueHus] OTBETCTBEHHOCTM 3a BefeHue,
HOpMambHOe (GYHKIMOHMPOBaHME M KOHTPOJb paboThl cpelcTB 3ammThl uHPopMmanuu B VIC
PYKOBOAMTE/IEM Ha3HAYAETCS aAMUHMCTPATOP 6€30MacHOCTH; C Le/bI0 KOHTPOJIS BbINIOJHEHMS
HEOOXOIMMBIX MEPONPUATUIT IO ObecrieyeHUIO 6e30IaCHOCTY OTBETCTBEHHBINM 3a 3allUTy
MHMOPMALIMHK;

2.5. ITonb3oBaTelb MMEET IpaBO B OTBENEHHOE €My BpeMsl pelliaTh IIOCTaBJIeHHbIE
3amauM B COOTBETCTBMM C TOJHOMouusmu mpocryma K pecypcam MC. TlomHomoums
rosib3oBateneit K MHGOPMALMOHHBIM pecypcaM OINpemeNaioTCsS B MaTpuile [OCTYIIa,
VTBEpKIaeMoif pyKoBomuTesnem opranusauyyu. Ilpu sTom 1ys xpaHeHus uHoOpMaiuy,
comepskameit KM, paspelraercs MCIIO/Jb30BaTh TOJIBKO MaIlMHHbBIE HOCHMTENM MHGbOpMaLmu,
yuTeHHbIe B JKypHase yyera MalllMHHbIX HOCUTEJIEN.

2.4 Tloyib30oBaTe/lb  HeceT OTBETCTBEHHOCTb 3a IPaBWIbHOCTb BKJIIOUEHUS U
BBIK/TIIOUEHIS CPENCTB BLIYMCIMTETbHOM TEXHMKM, BXOLA B CUCTEMY U BCe NEUCTBUS MPU
pabote B VC.

2.5. Bxom monbzoBaTensg B CHUCTEMY MOXKET OCYLIeCTBJIATHCSH IIO BbIOaBdAeMOMY €My
SAKTPOHHOMY I’IJIEH'['MCE)I’IKEITODY WJIM 10 ITIepCOHaJIbHOMY I1apPOJIKO.

2.6. 3amucey uabOpMayu, copepskameinn KV, MoXeT, OCYLIeCTBJISeTCS I10Jb30BaTeIeM
Ha CbeMHble MallMHHbIe HOCUTeIM MH(POpMalmM, COOTBETCTBYIOIIMM OOpa3’soM YUYTeHHbIE B
JKypHane yueTa MalllMHHBIX HOCUTEIEH.

2.7. IIpn paboTe cO CheMHBIMM MaIIMHHBIMU HOCUTEIIMMU MHGOPMALIMK T0/Ib30BATEb
KaKOblll pas Tiepef, HadajoM paboThl 0Os3aH IIPOBEPUTb MX HA OTCYTCTBME BUPYCOB C
JICTIONIb30BaHMEeM LUTATHBIX aHTUMBUPYCHbIX IIPOrpaMM, YCTaHOBJIEHHbIX Ha KommbioTepax MC.
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B cayyae o6HapyskeHMsST BMPYCOB ITIOJb30BaTe/lb 00s3aH HeMe[JIeHHO IIpeKpaTuTb MX
JICTIONb30BaHMe M NeliCTBOBATh B COOTBETCTBMM C TpeboBaHMsIMu faHHoro [IonoxkeHus.

2.8. Kaykaplii COTPYOHMK, VYUYacTBYIOLUMIA B pamMKaX CBOMX (PYHKIMOHAJIbHbBIX
0BsA3aHHOCTEN B INpolleccax aBTOMaTU3MpoBaHHOM o6paboTku KW M uMeromwMit JOCTYyI K
annapaTHbIM CpefCcTBaM, MporpaMMHOMY obecrieyeHuio u AaHHbIM VIC, HeceT repcoHabHYIO
OTBETCTBEHHOCTh 33 CBOM JeMCTBUS U 0653aH:

- crporo  cobniofaTh  YCTAaHOBJIEHHble MpaBuaa —obecredyeHust —Ge3omacHOCTH
yH(pOpMAaIM IIpy paboTe ¢ MporpaMMHBIMM U TexHUUecKumu cpencreamu MC;

~ 3HATh M CTPOTO BBITIOJIHATL NpaBMiIa paboThl CO CpeACcTBaMM 3alllMTbl MHbOpPMALINH,
YCTAaHOBIEHHBIMM Ha KoMmIlbioTepax UC;

- XpaHuUTb B TajiiHe CBOM Tmapoib (maponu). B cooTBeTcTBUM ¢ TpebOBaHMSIMU
TToNOXEeHNS M C YCTAaHOBJIEHHON ITePUOAMYHOCTHI0 MEHSTh CBOM ITaposib (IIapoin);

~ XpaHuUTb  YCTAHOBJIEHHBIM  IOPSOKOM  CBO€  MHOMBUIYaJbHOE  YCTPOMCTBO
rpeHTuguray (KI0Y) U IpyTHe peKBU3UTLI B cerde (MeTaiMyeckoM Kagy);

= BBIIOJ/IHATD [IpaBuia aHTMBMpy{IHOI‘JJ{ 3alIMThI B IIOTHOM OGBEME;

~ HeMe[[JIeHHO M3BeCTUTb OTBETCTBEHHOrO 3a 3amuTy MHpopMauuum u (M)
afMMHMCTpaTOpa MH(MOPMAaUMOHHO) 6e30MacHOCTM B Cjlyyae yTepu MHOAUBUIYAIbHOTO
ycrpoiicTBa MiaeHTHbMKauy (KIoYa) Wi Npy MOJ03PeHUM KOMITPOMETALMM JIMUHBIX KITH0Yel
1 [1aposieit, a TaksKe npyu 06HapYKeHUM:

a) HapyILUIeHM LEeJOCTHOCTY IIoM6 (Hak/eeK, HapylIeHUMM WM HeCOOTBETCTBUU
HOMEepOB neuareil) Ha coctaBisomyx y3nax u 6mokax CBT wim uHbix GakToB COBEpLIEHUS B
€ro OTCYTCTBUE MOMbITOK HeCAHKLIMOHMPOBAHHOTO HOCTYNA K JaHHbIM 3atminaembiv CBT;

6) HeCaHKLMOHMPOBAHHBIX (TPOM3BEIEHHbIX C HAPYIIEHNEM YCTaHOBAEHHOTO MOPSIKA)
VI3MEeHeHMI B KOH(UIypaiyu mporpaMmMHbIX MK arnapaTHbix cpencts VIC;

B) OTKJIOHEHU)I B HOPMAaJIbHOM paboTe CUCTEMHbIX M IIPUKIAAHBIX IMPOrPaMMHbIX
CPencTB, 3aTPYAHAOIMX 3Kcrutyatammo CBT, BbIXOZAa M3 CTPOS WIM HeYCTONYMBOTO
(pyuxuymoHuposanust y3nos CBT unu nepubepuitHbIX ycTpoicTs (CKaHepa, IIPUMHTepa U T.I1.), a
TaKKe repedoes B CUCTeMe 3J1eKTPOCHAOKeHMS;

I') HOKOPPEKTHOTO (DYHKIMOHUPOBAHUS YCTAHOBIEHHbBIX Ha KOMITBIOTEPBI TEXHUUECKUX
CPENCTRE 3allMUThI;

71) HerpenyCcMOTPEHHbIX OTBOJIOB Kabesieil U MOIK/IIOUeHHbIX YCTPOMCTB.

2.9. ITonbp3oBaTe/i0 KaTeropuyYecKky 3arperiaeTcs:

— MCII0/Ib30BaTh KOMIIOHEHThI MPOrpaMMHOr0 M arriapaTHoro obecrneuenus [1O9BM B
HEC/TYKeOHBIX IeJISX;

— CAMOBOJILHO BHOCUTH Kakue-1160 M3MeHeHMs B KOH(QUIypalMio arrapaTHO-
nporpaMmubix cpencts MC wam ycraHaBAMBaTh MOMNOJHUTENLHO JIO6ble IMPOrpaMMHbIE U
armnaparHble CpeJiCTBa, He IIPeyCMOTpPEHHble apXUBOM [IUCTPUOYTMBOB YCTAaHOBJIEHHOIO
[POrpaMMHOrO OOecreYeHus;

— ocyuecTBiaTh 06paboTky KM B MpUCYTCTBMM TIOCTOPOHHMX (HE MOITYIIEHHBIX K
IaHHOM MHMOpMAaIM) JImII;

— 3aMMChIBATh M XPaHUTb KOHQUIEHLMANBHYIO MHDOPMALMIO (COAepIKallyIO0 CBeLeHMs
OrPaHMYEHHOTO DacMpOCTPAHeHMsI) Ha HeYUYTEeHHbIX MAIIMHHBIX HOCUTeNsSX MWH(OpMaImm
(I'MOKMX MarHUTHBIX JMCKaX U T.11.);
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~ OCTaBJATh BK/IFOUEHHBIM Oe3 MpPUCMOTpa KOMIIbIOTED, He aKTUBM3UPOBAB CPeLNCTBa
saumTel o HCII (BpemeHHYIO 6JIOKMPOBKY 3KpaHa U KJIaBMaTYyphI);

~ OCTaBJ/IATh 6€3 JUYHOTrO IPMUCMOTpa Ha paboueM MecTe MM Irfe O6bl TO HU ObLIO CBOE
[epCOHAJIbHOe  YCTPOWMCTBO — MOEHTU(MKAIMYM, MallMHHbIe HOCUTEIM M  paclevarky,
comepsKalye sanpuEaemMyo nHGopMaimio (CBeeHMsT OrPaHUYEHHOTO PaCIIPOCTPaHEeHN);

— YMBIILIJIEHHO  MCIIOJIb30BaTh HeOOKYMEHTUPOBaHHbIE CBOJMCTBA M OIIMOKM B
[porpaMmMHOM obecrieueHUM WU B HBCTpOﬁKaX CpelicTB 3alllUThI, KOTOPbhIe MOTYT IIPMUBECTU K
BO3HMKHOBEHIIO [(DI-‘!BI*[CHOfI CHUTYaLMM, '

= pasMellaTth CcpencTsa HC Tak, yTOOBI C HUX CYIIeCTBOBa/lid BO3SMOXXHOCTD
BH3YVANIbHOTI'O CUMTBIBAHNMSA MH(]JOpM&I_[MM.

2.9. ApmunuctpaTop 6e30macHOCTM (@ IIpU €ro OTCYTCTBMM — OTBETCTBEHHBIN 3a
3aumTy MHbOpMaLyK) 06s3aH:

- 3HaThb COCTAB OCHOBHBIX ¥ BCIIOMOTATe/IbHBIX TEXHUUECKUX CUCTEM M CpeICTB
VCTAHOBJIEHHBIX ¥ CMOHTMpOBaHHbIX B MC, mepeueHb UCIOAB3YEMOTO IIPOrPaMMHOIO
obecneuenus B UC;

~ KOHTPOJIMPOBATh  ILeJIOCTHOCTb TleyaTeit (IIomMO, SallMTHBIX HaKJIeeK) Ha
nepudepuitHom o6opynoBanuu, 3amuiieHHbIX CBT 1 1pyrux yerpoicTsax;

- IPOM3BOUTE HEOOXOAMMbIE HACTPOWKM TOACUCTEMBI YIIPABIEHUS JIOCTYIIOM
vcraHosnenHbiX B MC C3U or HCJI u conmpoBoXxIaTh MX B IIPOIIECCE 3KCILUTyaTalMu, Py 3TOM:

— PeaM30BLIBATD [TOTHOMOYMS JOCTYIIA (UTeHMe, 3a1Ch) /IS KaXKIOro II0JIb30BaTes K
S7eMEeHTaM 3allMIaeMbIX MHGOPMAaLUMOHHBIX pecypcoB (¢daiiaM, KaTajoram, IPUHTEPY U
T.0.);

— BBOANTE omcanus nons3osareneii UC B uudopmanyonnyio 6asy C3U or HCII;

— CBOEBDEMEHHO V[aliTh OIMCaHMS Ioib3oBarteneir u3 6aswl pgaHHbix C3U npu
Vi3MeHeHMU CIIMCKa OOMYIeHHbIX K paboTe Jiuil;

~ KOHTPO/IMpPOBAaTb MOOCTYIl JiMI, B IIOMEIleHMe B COOTBETCTBMM CO CIIMCKOM
COTPYIOHMKOB, IOMYLIEHHBIX K paboTe B UIC;

— [IPOBOOUTEL MHCTPYKTaXK COTPYIHHKOB - I10JIb30BaTesIeH KOMIIBIOTEPOB IIO IIPaBM/IaM
paboThl C VICTIO/IB3YEMBIMU TEXHUYECKMMM CpencTBaMy U CUCTeMaMM 3alIThl I»‘[HClJO]JMaU.HI'I;

— KOHTPOJIMPOBaTh CBOEBPEMEHHOe (He pexxe uyeM onuH pa3 B TeuyeHme 90 mnHein)
[IPOBeeHNe CMeHbl IIapoJiel /i AOCTyIIa [10/1b30BaTeself K KoMIbioTepaM U pecypcam UC;

- obecrneurBaTh NOCTOSHHbI KOHTPO/Ib BBIIOJHEHNS COTPYIHMKAMM YCTAHOBJIEHHOIO
KOMIIJIeKCa MepolpusTHil 110 obecrieyennto 6esonacHocTi uudopmanuu 8 IC;

— OCYLIECTB/IATh KOHTPOJIE TIOPAAKa CO30aHMf, ydeTa, XpaHeHMd M MCIIOJIb30BaHMS
PEe3ePBHEBIX 1 aPXMBHBIX KO MacCHUBOB HaHHDBIX,

- HacTpaMBaTh M COIPOBOXXAATb IHOJCUCTEMbI DPErucTpalMM U yueTa [IeiCTBMIA
TI0/1b30BaTesneit npu pabote B MC;

- BBOAMTL B 6asy mauHbix C3UM OT HeCaHKIMOHMPOBaHHOTO [JOCTYIIA OMMCAHUS
COBBITMI, OAIKALUMX PETUCTPALIMM B CUCTEMHOM JXYpHaIe;

— IPOBOIMTL  AHA/JM3  CUCTEMHOrO  JKypHana IS  BBIIBJEHMS  IIOTBITOK
HECAHKIMOHMPOBAHHOrO JOCTYTIA K 3allMIaeMbIM PeCypcam He pexke OgHOro pasa B 10 gueis;

~ OpPraHy3oBbIBaTh I€4arh (DaijioB II0/7b30BATeNeil Ha IPUHTEPE M OCYIIECTBIATh
KOHTPONIb COOMIONEHMST YCTAaHOBJIEHHBIX IIPaBWi ¥ [apaMeTpOB perucTpaiuuu M yuera



7

GyMaxkHbIX HocuTeseit madopmarym. ConpoBOXKAATh MOCKCTEMBI 06eCIeUeHMs LIeTIOCTHOCTH
mHdopmaru B UC;

- nepuopnyecku tectuposarb GyHkumu C3U or HCI, 0COBEHHO IIpM M3MeHeHUU
[IPOrpaMMHOI CPefbl ¥ TIOJTHOMOUNIT UCTIONHUTEIEN;

— BOCCTAHAB/IMBATh NIPOTPaMMHYIO Cpely, IporpamMHble cpefcTsa 1 HacTpoiku C3U
npu cOosx;

- Bectu e xomuy TporpamMmubix cpeacts C3U or HCJII u KOHTpOIMpOBaTh MX
pPaboToCIOCOBHOCTD;

— KOHTDOJIMPOBATh OTCYTCTBME HAa MarHUTHBIX HOCUTEJISIX ocTaTouHOM uHbOopMaLuy Mo
OKOHYaHNK paboThl II0JIb30BaTe I ;

~ [TepUoAMNYecKy OBHOBJIATH AaHTUBUPYCHbIE CpefcTBa (6ashl JAHHBIX), KOHTPOIMPOBATh
coBNMIOmeHIe  II0JIb30BATENIAMM  TOPSOOK M [paBuja IIPOBENEHMS  aHTMBUPYCHOTO
TeCTUPOBAHMS:

~ IIPOBOAMTL PabOTY I10 BHISBIEHMIO BO3MOXXHBIX KaHajlOB BMeEILATeIbCTBA B MPOLECC
dyHruyonuposanus VIC 1 ocyluecTsIeHNs HeCAHKIMOHMPOBAHHOTO AOCTYNA K MH(pOopMaLuy 1
TeXHMYECKMM CPEICTBAM BhIUMCIUTETbHOM TEXHUKMN,

— COIIPOBOXKIOATh TIOACHMCTEMY 3alllMThbI IﬂiH(bODM&H,I’IH OT YTe4YKM 3a CHeT MOOOYHBIX
SMEKTPOMATI'HMTHDIX I'ISJTY’-I@HP!I;I M HaBOJOK, KOHTPOJIMPOBATb COBJIIDIeHMe Tp&ﬁOBaHMﬁ 110
pasMeleH IO ¥ MCIIOIb30BAHMIO TEXHUUECKHMX CPDedCTB MC,

- KOHTpPOJMPOBATb  COOTBETCTBME  [OKYMEHTAJIbHO  YTBEPXKOEHHOrO  COCTaBa
annapaTHoil ¥ nporpamMmHoi yactu MC peanbHbIM KOHOUIYypaLyusaM, BECTH Y4eT M3MeHeHMi
arnapaTHO-IMPOrpPaMMHONM KOHQUTYpaLyu;

- obecreunBaTb CTPOTOE BBIOJHEHMe TpeboBaHMM II0 obecrieyeHUI0 6e30MmacHOCTH
HHGOPMAMK TIPU OpraHM3alUM TeXHUYecKoro obcmykyuanus VIC u oTIipaBKe ero B peMOHT
(KOHTPOJIMPOBATL 3aTHpaHue KOHbUIeHUMaNbHOM MHGOpMallMKX HAa MAarHUTHBIX HOCUTENAX C
COCTABJIEHMEM COOTBETCTBYIOLIETO aKTa);

- IPMCYTCTBOBATH (Y4YacTBOBATh) B paboTax IO BHECEHMIO M3MEHEeHM) B allapaTHO-
rporpaMmHyto koHdurypammwo UC;

- Bectu «KypHayn yuera HeLUTATHBIX CUTYyaluii, GakTOB BCKPBITUS M OleYaThbIBAHUA
CBT, BobinonHeHus Npo@UIaKTHUeCKUX paboT, YCTAHOBKM UM MOAMGMKALMM anlapaTHbIX U
nporpammHbIX cpencts CBT»;

— OO OepP:KMBaTh yCTaHOBJ‘IEHHbe:[ TMOPSAOOK MpOBeOeHMs aHTHMBMPYCHOI'O KOHTPOJIA
COTJIaCHO Tpe6osa1-1m“1 Hacrosiero ITososkeHuil B cjly4yae OTKasa CpencCTB M CHUCTeM 3alllMThbL
il[*[[bOpl'\fIE’lL[Ml'f TIPMHIMMATD MeDbI 10 MX BOCCTaAHOBJIEHMIO;

— IOKJaJbIBaTh OTBETCTBEHHOMY 3a 3alMTy WHMOpMAaimMu, OTBETCTBEHHOMY 3a
skerryaranio MC o HempaBOMepPHBIX IeCTBUSX T10/Ib30BaTesIel, TPUBOMSIINX K HAPYIIEHUIO
TpeboBaHMii 110 3aluyTe uHbopMalun;

— BeCTH JOKYMEeHTalMIO Ha UC B cooTBeTrcTBUM C TpeﬁDBaHHﬂMM HOPMATUBHBIX
OJOKYMEHTOB.

2.10. AgmuHuCcTpaTop 06e30MMacHOCTM ¥ OTBETCTBEHHBIM 3a 3amuTy MHGOpMauu
HMEIOT MPaBo:

- TpeboBaTh OT COTPYOHMKOB - monb3oBaTenen VIC cobiromeHuss yCTaHOBIEHHOM
TeXHONOTMM 06paboTKM MHGpOPMALMM ¥ BBIIOJHEHMS WMHCTPYKUMIA II0 OOeCleYeHUIO
HesortacHocTy 1 3auTe uHGopmauyu B UC;
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~ UHUILMMPOBATh IIPOBEleHue CIIY)KeOHbIX pacciaefoBaHui 10 (axkTam HapyLIeHWS
VCTAHOBJIEHHBIX TpeboBaHMii obecreueHMs 3alUThl, HECAHKIMOHMPOBAHHOIO [OCTYIIA,
yTpaTh, MOAM(UKALM, TOPUY 3aLIMIIAeMOoit MHPOPMALIMY U TeXHUUECKMUX KOMIIOHeHTOB VIC;

- TpeboBaTh IpekpaumieHus o6paborku MHPOpMAUMM B CJiyyae HapylleHMs
VCTAHOBIEHHOIO IMOpsaKa paboT miaM HapylleHus (YHKUMOHMPOBAHMS CPEICTB U CUCTEM
3a1MUThI MHGOPMALIK;

- yyacTBOBaTh B AaHAAM3e CUTyalMil, Kacaromxcsi QYHKIMOHMPOBAHMUS CpPEeNCTB
3aLMTHI MH(BOPMALIMK U pacciaeqoBaHKs (aKTOB HeCaHKIMOHMPOBAHHOTO OCTYIIA.

3. IlopsOK pe3epBUPOBAaHUS ¥ BOCCTAHOBJIEHUS PabOTOCIOCOGHOCTM TEXHUYECKUX
CpPefCTB ¥ MporpaMMHOro obecrieyenusi, 6a3 SaHHBIX, 3alMIaeMoi MH(GOpPMAU U CPECTB
32U Th MH(GOpMaIIMHK.

3.1. Hacrogiumii  TOpSANOK  ONpefefseT  OpraHM3alMi0  pes3epBUpOBaHuA U
BOCCTAHOB/IEHNSI PaBOTOCIOCOBHOCTH TeXHUUYECKUX CPEeJICTB U IPOrpaMMHOro obecreveHus,
6a3 maHHbIX 1 CPEICTB 3alMThl MHpOpMAaLn.

3.2. K ucrnonp3osanuto, mjist cosnanms pesepHOM Kommu B MIC, momyckaroTcs TOJIbKO
3apermcTpMpPOBaHHbIE B JKYpPHAJIe yyeTa HOCUTEIN.

3.3. AIMyHKMCTpaTOp 6e30macHOCTM 00s3aH OCYILECTB/IATh IIepUOaMYecKoe pesepBHOe
KonuposaHne KOHPUASHLUMATBHOM MHOPMaLIMN.

3.4. ExXeHelle/IbHO, TI0 OKOHYAHMIO PaboOThl ¢ KOHOUIEHIMATbHBIMYU TOKYMEHTaMM Ha
KOMITBIOTEDPE, TI0JIb30BaTe b, IPM OTCYTCTBUM aIMMHMCTPATOPa, 00s3aH CO3[aBaTh Pe3epBHYIO
KOmMIo KOHGMAEHIMAIBHBIX [OKYMEHTOB Ha 3aperucrpmpoBaHHbiii Hocutenb (HOKMI,
HI'M]I, onTuueckue IWUCKHM, (IIel-HakoIMTe b, APYrue), CO3HaBas TeM CaMbIM pe3epBHbIN
5JIeKTPOHHBIN apXMUB KOHQUAEHLMaIbHbIX JOKYMEHTOB.

3.5. Hocuresmm  madopmamyy (HOKMJI, HI'M]II, ontudyeckume pgmcky, Gem-
HAKOMNUTeNb), MpeJHasHaueHHble [JIS CO30aHMs PEe3epBHOM KONMM U XpaHeHUd
KOHOMUOEHIMANBHON MHGOPMAIIMK BbIJAIOTCS YCTAHOB/IIEHHBIM TIOPSOKOM DPYKOBOAMTENEM,
OTBETCTBEHHBIM 3a saumTy uuHdopmanuu u (Mau) agMuHUCTparopoM. Ilo OKOHYaHMM
NIPOLIENYPhl  PEe3epPBHOIO  KOMMPOBAHMS  SJIEKTPOHHbIE  HOCUTENM  KOHOUIEHIMaIbHOM
yHbOpMAaIMK COal0TCs Ha XpaHeHue aAMUHNUCTPATOPy 6€30MacHOCTH, MM PYKOBOOUTENIO, MU
OTBETCTBEHHOMY 3a 3alIUTY MH(DOpMAaIUK.

3.6.Ilepen  pesepBHBIM  KONMPOBaHMEM  II0JIb30BaTeNb WIM  aIMMHUCTPaTOp
GesomacHOCTH 0GSI3aH ITPOBEPUTHL 3MeKTpoHHBN Hocutens (HOKMII, HI'MII, ontuueckue
nucKu, GhJIel-HakonuTe b) Ha OTCYTCTBYE BUPYCOB. '

3.7. @aitpl, TOMENIaeMble B 3JIeKTPOHHBINM apXuB, JOJDKHBI B 00S3aTEIbHOM MOPSIKE
MPOXOOMTb AHTUBMPYCHBIM KOHTPOJIb B COOTBETCTBMM C I1. 7 Hacrosiiero [Tonoskenus.

3.8. 3ampeljaercsl 3amuch TIOCTOPOHHEM WHMOPMAUMU Ha 3JIEKTPOHHbIE HOCUTEIU
(FHOKM IO, HI'M I, ontuueckue guUcki, (JIen-HakoIMTe b) pe3epBHOM KO,

3.9. ITopsinox co3maHus pe3epBHOI KOITMM:

-~ BCTABUTh B KOMIIBIOTED 3aperuCTPMpPOBAHHBIN 3JIeKTPOHHBNA HOocuTtens (FDKMI,
HI'M, ontiyeckye Aucky, Gael-HaKOIUTeNb) /I pe3epBHOrO KOIMPOBAHUS;

— BbIOpaTh HeOOXOAMMBIN KaTaior (haitl) Ajis CO3TaHus pe3epBHOr0 apXxuBa;

— IPK MCII0JIb3OBAHUM CHUCTEM YIIpaBjieHMs 6asamyu JaHHbIX HEOOXOIMMO CO31aTh (a1
C pe3epBHOM KOMMeli 3alMIaeMoit HHGOPMAIMHU C TIOMOIIBIO BCTPOEHHBIX CPEICTB CUCTeMbL;

~ BBITIOJIHUTD IIPOLEAYPY CO3/aHNUS pe3epBHOM KOIMM;

— IIPDOM3BECTHM KOIIMPOBaHNME Ha OT‘-IY}KJ],aEMbe;I HOCHUTEJb,



9

— IIPOM3BECTU OTKJ/IIOYEHME OTUYIKIAeMOI'0 HOCUTEIS M, CO3[1aB HeoOXOAMMbIe 3amiCH B
JKYpHaax yépaTh HOCUTENb B XpaHUJIMILIE.

3.10. XpaHenne OTUYKZAEMOIO HOCMTENS C pe3epBHOM KOIMell  3aliyiaeMoil
MHQOPMaLMM OCYIIECTBSIETCS B CIIEHMATbHOM METa/UIMYeCKOM XPaHMJIMILE COBMECTHO C
KJIIOUEBOM M ayTeHTUOUUMpPYIOLIei nHopManme.

3.11. IIpu BOCCTaHOBJIEHMM PAaBOTOCIIOCOBHOCTH ITPOrpaMMHOrO obecrieyeHus cHayasaa
OCYIIECTBIIIETCS Pe3epBHOe KOIMMpOBaHMe 3allylaeMoir MHGOpMaLuy, 3aTeM IPOMU3BOLUTCS
TIOJTHast IeMHCTA/JIANMS HEKOPPEKTHO paboTarolero nporpaMMHOr0 06ecrieyeHusI.

3.12. BoccraHoB/ieHMe IIPOTPAMMHOIO  OBecredyeHus IPOM3BOJUTCS MyTeM ero
WHCTA/UISIUMM € MCIOJIb30BAHMEM  STaJlOHHBIX JAMCTPUOYTMBOB, XpaHeHMe KOTOPbIX
OCYILECTBIISIeTCS aIMUHUCTPAaTOPOM 6e30TIaCHOCTH B CIIEIMATbHOM XPaHWIAIIE.

3.13.Ilpm Heo6XOOMMOCTM PpEMOHTa TEeXHMYECKMX CPEeOCTB, C HUX YIAISIOTCS
OMeyaThiBAIOMIMe TIOMODBI, M3bIMAIOTCA HOCUTENM KOHMDMIEHUMaAbHOM MHOOpMALUM U IO
COTJIACOBAHUIO C aIMMHMCTPATOPOM 6e3011aCHOCTH, OTBETCTBEHHBIM 3a 3aIMTY MHMOpMALIUM 1
[IPeICTaBUTEe/IEM OpraHyusalyy, I[IPOBOAMBIIEN aTTeCTaluio, OGOPYHOBaHME IIepefaeTcs B
CepPBUCHDBI LEHTP MpOM3BOZuMTe/ss. PeMOHT HocuTesneit s3ammiiaeMoil MHGOpPMAaUuM He
nonyckaercs.  HeucrpasHble HOcuTenu ¢ sammuiaeMoit  uH(GOpManMer  IIOAJIeKaT
VHMUTOXXEHMIO B COOTBETCTBMM C TOPSAKOM YHUUTOMKEHMSI HOCHUTENeH 3alluiliaeMoi
yiH(opmatuy. Padora ¢ uCIob30BaHMeM HeMCIIPABHBIX TEXHUUYECKIX CPEICTB 3alpeliaeTcs.

3.14. Tlpu pabore Ha xommbioTepax MC peKOMeHZyeTcs MCIOIb30BaTh VMCTOYHMKYU
GecrnepeSoHOro MMTaHMUS, C LeJIbI0 [IPEOTBPAlleHys] TOBPeXXIeHNS TeXHUYECKUX CPENCTB U
(1m) 3aluMiaemon MHGOpPMAaIMKU B pe3yIbTaTe CO0eB B CETH 3JIeKTPOIMUTAHMS.

5.15.Tlpu  BOCCTaHOB/NEHMM PABGOTOCIOCOBGHOCTM CPENCTB 3alIUTHl  MHMOPMALMK
Cjle[yeT BBIMOJHNUTL WX HACTPOWKY B COOTBETCTBUM C TpPeOOBaHMAIMM 6Ge30IacHOCTH
yH(OPMaLMM, M3TOXKEHHBIMM B TEXHMYECKOM 3aJaHMM Ha CO3JAaHME CUCTeMbI 3allATbI
KoHMuIeHnyanpHbIX JaHHbIX. OueHKy 3(GGheKTMBHOCTM NAHHBIX CPeACTB 3alllUThl JOJIKEeH
BBITIOJIHATD COTPYAHUK OpraHu3aIiif, MMeIollei JTULIeH3UIO Ha JIesITeILHOCT TI0 TEXHUYECKOM
3alMTe KOHQUISHLMATLHOM MH(GOPMALIMUHA.

5.16. Boccranosnenue  cpefcTB  3aumThl  MHGOPMAIMM  TIPOMBBOIUTCH  C
JICTIONIb30BaHMEM 3TaJIOHHBIX CEPTMOUUMPOBAHHBIX AIUCTPUOYTUBOB, KOTOPblEe XPAaHATCH B
XpaHmmyiie. ITocie ycremHoi HAaCTpOMKM CPencTB 3aluyMThl MHMOPMALMM HEOBXOIMMO
BBITIONIHITE pe3epBHOe KOIMPOBAHME HACTPOEK AaHHBIX CPECTB C IMOMOIIBIO BCTPOEHHBIX B
HMX (DYHKUMI HA 3aPerMCTPUPOBAaHHbIN HOCUTEID.

5.17. OTBeTCTBEHHOCTb 32 TPOBEleHMe pesepBHOrO0 KormpoBauus B UC B
COOTBETCTBMM C TpebGoBaHMAMM HACTOsIero IToJIOKeHus BO3JaraeTcs Ha afIMMHUCTpaTOpa
GesomacHoCTH.

5.18. OTBeTCTBEHHOCTb 338  [IPOBElEHMe MepPOIPUSITMII [0  BOCCTAHOBIEHMIO
paboTOCIOCOBHOCTI TEXHUMUECKMX CPEACTB M MPOrPaMMHOIO OfecreueHusi 6a3 MaHHbIX
BO3/IaraeTca Ha aIiMMHKUCTPAaTOpa 6e30macHOCTH.

3.19. OTBeTcTBEHHOCTbL 3a IPOBEIEHNe MEPOIPUATHI 10 BOCCTAHOBIEHMIO CDEJICTB
3aLIMTBI MHOOPMALMK BO3/IaraeTcs afMUHIUCTPATOPa 6e30MacHOCTH.

4. Topsnox korTpons 3amuTts uadopmanyy B UC 1 npuocraHoBKu IIpeoCTaBIeHN)s
K B cryyae oOHapykeHus! HapylleHMii TOpSAKA MX npenocraBnernd. [lopsimok
PasbMpaTesbCTBa M COCTABIEHMS 3aKII0UeHNT MO (haKTaM HeCOBIIONeHNs YCIOBMit XpaHeHus
HOCHTeNIeH KOH(VAEHIMANbHEIX [JaHHBIX, MCIOJIb30BAHMS CPEICTB 3allUThI mHpopMauy u
IIPUHATIE Mep 10 NPeloTBPaIleHNI0 BO3MOKHbIX OIaCHbIX ITOC/IeNCTBIIA.
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4.1. Konutponp sammrbl yHbopmamymyu B UC - KOMIVIEKC OPraHM3aLMOHHBIX U
TeXHMUYECKUX MEepOIpPUATHUIA, KOTOpble OpPraHM3YIOTCS M OCYLIeCTBJSIOTCS B  ILeJSX
OpeiyNpPexXaeHns M [peceyeHuss BO3SMOMKHOCTM IIOJIyYEHMS TIOCTOPOHHMMM JIALIAMM
OXPaHsAEMbIX CBE[eHW, BbIABIEHMS U IPEOTBPALICHNUS YTeuky MHOOPMAIMK 110 TEXHUUECKIUM
KaHa/lam, MCKIHOYeHNS MM CYLIECTBEHHOrO 3aTPyJHEeHMs] HeCaHKIMOHMPOBAHHOTO NOCTYNA K
VIH(OPMALMM, XUIIEeHHUS TeXHUIECKMX CPeICTB ¥ HOCUTeNeli MH(pOpMAIUy, IpeSoTBPaleHus
CHeUNaTbHbIX  NPOrPaMMHO-TEXHMUECKMX  BO3JENCTBMI,  BBbISHIBAIOIIMX  HapylleHMe
XapakTepucTuxk  GesomacHoctTv — MHGbOpPMauMM MM paBOTOCHOCOBHOCTM  CHCTEM
MHQOPMaTH3aLMH,

4.2. OcHOBHBIMY 3a1a4aMiM KOHTPOJIS ABJISIOTCS:

~ IPOBEPKAa OpraHM3alyM BBIIOTHEHMS MEpONpMSATHMIA TI0 3aiiuTe MHOOpMALMM B
NOJpasiesieHysiX — OopraHmMsaumy, yyera TpebGoBaHmii IO  3ammTe MHGOpPMAUMM B
paspabaTbiBaeMbIX I7TAHOBBIX U PACIOPSIUTENbHbIX JOKYMEHTAX;

— BBIIBJIEHME IeMaCKUPYIOMIMX IPU3HAKOB 06berToB IC;

— YTOUYHEeHMe 30H Iepexsara obpabaTbiBaeMoit Ha 06beKTax MH(OPMALMY, BO3MOKHBIX
KAHaIO0B yTeuky WH(OpPMauMM, HECAHKIMOHMPOBAHHOIO MOCTYNA K Hei u IIPOrpaMMHO-
TeXHMYECKHX BO3MENCTBUI Ha MHMOPMALIMIO;

— [IPOBEPKa  BBIIIOJIHEHNMSI YCTAHOBJIGHHBIX HOPM M TpeGOBaHMII 110  3allluTe
VHGOPMALM OT YTEYKHM 110 TEXHUYECKMM KaHaaaM, OLeHKA HOCTaTOYHOCTM 1 b derTUBHOCTH
MEPOMPHMATHI TI0 3a1MTe UHGOPMALINK;

~ [IPOBEPKa BBINIOJIHEHMs Tpe6oBanui 1o saumre MC OT HecaHKIMOHMPOBAHHOTO
IOCTYIIA;

— [IpOBEPKA BBIINOJIHEHWS] TpGGOBaHMﬁ 1o aHTMBHDYCHOﬁ 3aluuTe aBTOMAaTU3MPOBaHHBIX
cicTeM M aBTOMaTU3MPOBAHHDIX paﬁoqu MecCT,;

— poBepKa S3HAHMM PabOTHMKOB M0 BOIPOCAM  3aIUThI uHbopMaLmMu U uX
COOTBETCTBMS TPEOOBAHIISIM YPOBHA MOATOTOBKY /15l KOHKPETHOTO PaBoyuero MecTa;

~ O€PaTMBHOE MPMHATHME Mep [0 TNpeCceuyeHMI0 HapyLIeHMi TpeboBaHMI (HOpM™)
sawuTel MHGopMauuu B UC;

- PaspaboTKa IpemJIOXKEHMI [0 YCTPaHEHWIO (ocnabneHuIo) JeMacKMPYIOLIMX
[IPM3HAKOB ¥ TeXHNYECKMX KaHaIOB YTeUKy MHPOPMAaIIA.

4.3. KoHTponb 3ammTe!l uHGOPMALMM MPOBOIUTCS C YYETOM peabHbIX YCIOBUI TIO
BCeM DUBMYECKMUM TOJISIM, TI0 KOTOPBIM BOSMOKEH ITePEXBAT MHOOPMaIK, HUPKYIUPYIOIIEH B
MC opranusauuu, ocylecTBIsSeTCS 10 O6BEKTOBOMY NIPMHIMUITY, IIPY KOTOPOM Ha OBBEKTe
ORHOBPEMEHHO ITPOBEPSIOTCS BCe BOIPOCHI 3aUmThl MHpopMaLyu. [lepeueHb KaHAIOB YTEUKH
YCTaHaBJIMBACTCS B COOTBETCTBMIU C MOZE/IbIO YTPO3.

4.4. B xone KOHTPOJIS IPOBEPSIOTCS:

~ COOTBETCTBME MPUHATHIX Mep IO obecrmedyeHMIO 6e30MaCHOCTY KOH(DMUIHLMATILHOM
nHbopmanyn (ganee - OB KU);

— CBOEBPEMEHHOCTb M IOJIHOTA BBINIOJHEHMS TpeboBaHuMil HacTosmero [1oMoKe s u
APYTUX pyKoBoasiumx nokymentos OB KU;

— I[IOJTHOTa BBISIBJIEHMS OEMAaCKMPYROIIMX IIPHU3HAKOB OXpaHsaAeMbIX CBe,HEHMﬁ 06
06b EKTax 3alUMTBI " BO3MOMHBIX TEXHMYECKUX KaHaJiIOB YTeUKHU HH(IJOpMa].Ur‘I u,
HECAHKLMOHMPOBAHHOTO JOCTYyNa K Hell ¥ IIPOrpaMMHO-TeXHMJYECKUX BOSAEHCTBMIT Ha
MH(OPMALIMIO;
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~ 9(Q(PEeKTMBHOCTb NPUMEHEeHMs] OPraHU3ALMOHHBIX U TeXHUUECKUX MepOINpUSTUIL IO
3a1MTe MHQOPMALIMHK;

= YCTPaHEHME paHee BbISIBJIEHHbIX HEIOCTATKOB.

Kpome TOro, MOryT mpOBOAMTbCS HEOOXOOMMBbIE WM3MEPEHMsS W  pacyeThl,
NPUTAAIIEHHBIMM i1 9TMX  IeJiell  CleUMaaucTaMu  OpraHusanuu,  MMeroLlei
cootBeTcTBYOLIMe JuueHsun @CTI3K Poccun.

4.5. OCHOBHbBIMM BUIAMM TEXHMUECKOTO KOHTPOJS SIBJSIOTCS BU3YalbHO-ONITHMYECKMI
KOHTPOJIb, KOHTPOJb 3(DQEeKTUBHOCTY 3alMThl MHPOPMALMM OT YTEUKM II0 TEeXHUUECKUM
KaHanaM, KOHTPOJIb HEeCaHKIMOHMPOBAHHOTO JOCTyNa K wMHbOpMauuuM u IIporpaMMHO-
TEeXHMUYECKUX BO3HEMCTBMIT Ha MH(OPMALIHIO.

4.6. IloyyeHHble B XOIe BeNEHMS KOHTPOJIA Ppe3yJbTaTbl 06pabaThiBAIOTCS MU
AHAIM3MPYIOTCS B Le/IAX ONpefesieHus] JOCTaTOYHOCTH U 3((HEKTUBHOCTM TPeANMCaHHbIX Mep
3aIMTHl MH(MOPMALMY M BbISBJIEHUST HapylleHui. [Ipu oBHApyKeHuM HapYILIeHWiI HOPM M
TpebOBaHMif 10  3aiiuTe MHOOpPMALMM aOMUHUCTPATOpP 6€30MacHOCTM  [OK/IafbIBaeT
DYKOBOIUTENIO Il IIPUHATHS MMM pellleHMs O MpekpalieHuyu o6paboTku uHbOpMaum u
[IPOBEEHNMA COOTBETCTBYIOIIMX OPraHM3alMOHHBIX M TEXHMUECKMX Mep II0 YCTpPaHEeHMIO
HapyiieHns. PesyabraThl KOHTPOJSA 3alUThi MHGOpMauuu OQOpPMIISIOTCS aKkTamMyu aubo B
COOTBETCTBYIOLIMX JKypHaIaxX yueTa pesyIbTaToB KOHTPOJIS.

4.7. HepbimoniHeHMe TIpefNyCaHHbIX MeponpusTuii 1o sammre KU, cuuraercs
IPENTOCHUIKON K yTeuke MHMOpPMaIyy (faee - MpearochliKa).

[To KaXmoii MpenIIoChlIKe [JIs BbIICHEHMS OBCTOSTENbCTB M IPUUMH HEBBIIOTHEHMS
YCTaHOBJIEHHBIX TPeOOBaHWIA 10 YKa3saHUIO PYKOBOAMTENS MM OTBETCTBEHHOTO 3a 3alIUTy
ViH(OpPMaLMi TIPOBOAKTCS pacciefoBaHue.

Insg  npoBemeHms —pacciefOBaHMSI Ha3sHAyaeTcs KOMMCCMS C  IIpPUBJICUEHMEM
agMuHucTparopa GesonacHoctu. Komuceus o6si3aHa yCTaHOBUTB, MMeJsa JIM MECTO yTeuka
CBEEHNI, 1 0BCTOATE/IbCTBA eif COITYTCTBYIOLIME, YCTAHOBUTD JIMII, BUHOBHBIX B HAPYIIEHUU
MPefnMCaHHbIX MEPONPUATUN IO 3aliMTe MHGOPMALUM, YCTAHOBUTb IPUUMHBI U YCJIOBMS,
CII0COOCTBOBABILME HAPYILEHMIO, M BbIPAGOTATh PEKOMEHIAIMM 10 UX ycTpaHeHuio. IToce
OKOHYaHNS pacciefoBaHusa PYKOBOAUTE/b IPMHKMMAET pelleHne O HaKasaHuy BMHOBHBIX JIMIL U
HeOBXO0AMMBIX MEPOIIPUATUSX 10 YCTPAHEHMIO HeJJOCTATKOB.

4.8. Berienue KOHTPOJS 3alyThl MHOOPMALUM OCYLIECTBISETCS ITYTeM IIPOBELEHMS
[IepMONIYECKIX, MJIAHOBBIX M BHE3AIIHbIX IMPOBEPOK OOBEKTOB 3alUThL. Ilepuoamueckue,
[IaHOBbIE I BHe3alTHbIe MTPOBEPKM OOBEKTOB OpraHus3alyu MPOBOAATCS, KaK IPaBUIIO, CHIaMMU
aZMMHMUCTPATOPa (e30macHOCTH M(MIM) OTBETCTBEHHOTO 3a 3aluuTy MHDOpMAaluy, B
COOTBETCTBMM C YTBEPXKAEHHBIM IIJIAHOM MJIM I10 COIVIACOBAHUIO C PYKOBOOUTEIEM.

4.9. OpHoit u3 GopM KOHTPOJS 3aUTHl MH(GOPMALMM SIBJISIETCS  O6C/IenoBaHye
o6vextos MIC. OHO NMpOBOZMTCS He pexe ONHOrO pasa B rof paboueit IPYNION B COCTaBe
anmMMHUCTPATOPa Ge30MacHOCTH, OTBETCTBEHHOTO 3a 3aIUUTy MH(OPMAIMK, OTBETCTBEHHOTO 34
srcryaTauuio  obbekra. s obcnemosanms MC MOXeT NpMBIeKaTbCS OpraHM3aLs,
umerowag  uueHsnio  @CTIK  Poccum Ha  HeqTenbHOCTh IO TEXHUYECKOHM — 3alure
VH]OpMAaLIMH.

4.10. O6cnenoBanne UC mpoBogMTCS C  LEIBIO onpenesleHus] COOTBETCTBMUS
NOMELIeHM, TeXHWIECKMX U TIPOrPaMMHBIX CPECTB TPeGOBaHMSM IO 3allUTe unbopmarnyu,
VCTaHOB/IEHHBIM B « ATTECTaTe COOTBETCTBMA» TPeGOBaHMSIM II0 6€30MacHOCT MH(BOPMALINH.

4.11. B xoze obcnenoBaHus MpoBepseTcs:

— COOTBETCTBME TEKYLIMX YCJIOBMA (QYHKUMOHMPOBaHMS O6CIeNyeMOro o6beKTa
VCIIOBMSAM, CJIOKMBIIMMCS HA MOMEHT TIPOBEPKI;
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— cobuiofenre OpraHu3alMOHHO-TEXHNYECKUX TPeGOBaHMI TOMEIleHuil, B KOTOPbIX
pacrionaraercsa MC;

— COXPaHHOCTb TleyaTel, IIOoM6 Ha TeXHMUYECKMX CpefCTBax Iiepefauys M 06paboTKu
HHQOPMAaLM, a TaKkxXe Ha YCTPOMCTBAX MX 3allUThl, OTCYTCTBME TMOBPEXIEHMUI 3SKPaHOB
KODITYCOB anmapaTypbl, 060siouek Kabeneit 1 ux COeqUHEeHM C IIMHAMM 3a3eMIICHMS;

— COOTBETCTBME BBITIOJHSEMbIX Ha OOBEKTe MEepOoNpUSTUil IO 3almTe MHbOpMALuy
[laHHBIM, M3/I0XKeHHBIM B HACTOSILEM ITOIOXKEeHUMN;

— BBITIOJIHEHME  TpebOBaHMM IO  3ammTe  MHGOPMALMOHHBIX  CUCTEM  OT
HEeCaHKLMOHUPOBAHHOTO MOCTYIIA;

~ BBITOJHEHMe TPeOOBaHMIl II0 aHTMBMUPYCHOM 3allMTe.

4.12. 119 BbISIBIEHMsS. DPaIMO3JIEKTPOHHBIX YCTPONCTB ¥ IIPOBOLOB HEN3BECTHOTO
HasHauyeHMs, NpelHaMePeHHOTO HapyILIeHMs 3allMTHBIX CBOMCTB 0OOpYHOBaHMUSA, a TaKKe He
[IPeAyCMOTPEHHBIX [PaBU/IaMy SKCIUTyaTaldid OTBOJOB OT 06OPYAOBaHMUA M COeIMHUTETbHBIX
JIMHWUY, TIPOJIOKEHHBIX B BBITENEHHBIX M 3alMIAEMbIX MOMEIIeHNMSIX, 4 TaKKe IPYIryX
HapYIIeHMH i ClIocO60B BO3ZHMKHOBEHMS KAHAJIOB YTeUKM MHMOPMALuM HeOBXOIMUMO:

~ TIIATe/IbHO OCMOTPeTh MeGesib, CyBeHUpPhl (0CO6EHHO MHOCTPAHHOTO MPOM3BOJCTBA),
obGopynoBaHie, yCTaHOBIEHHOE B STOM IIOMEILEHMM, OCBETUTEbHYIO anmnaparypy, HMILU
OTONUTENbHbIX 6aTapeii, ITOPbI, OKOHHbIE TPOEMbI U T.].;

— BCKPBITE M OCMOTPETb PO3ETKHM, BBIKJIOYATEIM OCBETHUTEIbHONI CeTH, JIIOKK
BEHTMIAIIMM M KaHaIbl CKprTOﬁ IIPOBOOKM,

— IIPOBEPUTHL KAaYeCTBO YCTaHOBKM CTEeKJIONIaKeTOB OKOHHBIX IIPOEMOB,;

— IIPOBECTM  annapaTypHYK IIPOBEPKY IOMEILEeHMS Ha OTCYTCTBME BO3MOXKHO
BHEIDEHHBIX  3JIEKTPOHHBIX  YCTPOJMCTB  IlepexBata uHGboOpMauuyu (TP  HaIMUMU
COOTBETCTBYIOLIEI anlapaTypel), IpU HEOGXOMMMOCTH s IPOBEeHMST JaHHbIX BULOB PabOoT
MOTYT IPUBIIEKATbCS OPraHM3annm, MMerolye cooTBeTcTayomme mueHsuu OCB Poccun.

4.13. T'ocymapCTBEHHBI KOHTPOJb COCTOSTHUS 3aIllAThI MHOOPMALIMY OCYILECTBIISeTCS
(DenepanbHO CIYKObI TI0 TEXHUUYECKOMY U 9KCIIOPTHOMY KOHTpOJI0 Poccuu n @enepanbHoii
cy:kGoit GesonacHoctu Poccun B pamkax MX IOTHOMOYMIT B COOTBETCTBUM C IeJCTBYIOIUM
3aKoHonarenbctBOM  Poccmiickoit  @epmepatmu.  loctym NpefCTaBuUTeNell  YKa3aHHbBIX
(hesiepanbHBIX OPraHOB MCIIONHUTEIBHO BIACTM Ha OGBEKTHI IS IIPOBEJIeHNs] IPOBEPKY, a
TaKKe K paboTaM ¥ JOKYMEHTaM B o6beme, HeOGXOAUMOM s OCYILIeCTBJIEHUSI KOHTPOJIS,
obecrieuuBaeTcs B YCTaHOBJIEHHOM IIODSZKE TIO IIPebSBIEHMM CIIy>keBGHOI0 Y OCTOBEpeHMs
COTPYAHUKA, & TAKKe JOKYMEHTA YCTaHOBJIEHHOM (OPMbI Ha TIPABO TIPOBEEHNS IIPOBEPKIL.

5. Tlopsimox o6yueHus: mepcoHana mpakTuke pab6otst B UC B wacty ofecmevenus
GesonacHOCTY KOHGWIEHIMATbHOI MHMOPMAaLH

5.1.Tlepen Hauasom paborst B MC mnomb3oBaTemn OOJDKHBI  O3HAKOMUTBLCH C
VHCTPYKLMAMY — TIO  MCMIOJIb30BAHMIO  NPOrPAMMHBIX M TEXHMYECKMX CPeNCTB, IO
VICTIOJIb30BaHMIO CPeNCTB 3a1MThl MHGOPMALMIA IO, POCIIUCH.

5.2. Ionb3oBaTenm [OJDKHBI PONEMOHCTPUPOBAT aIMMHUCTPATOPy 6e30ITacHOCTH
11(J1/111) OTBETCTBEHHOMY 3a 3aIIMTy MHMOPMALMM HaIuMuMe HeoBXOOMMbIX 3HAHMI U YMEHMI
A7 BBIIOJHEHNMS TpeGoBaHMit HacTosiiero ITomoxeHus. AXMMHMCTpATop Ge30MACHOCTH
JOJUKEH BECTHU XKYDHAN YUYeTa [IPOBEPOK 3HAHMI{ 1 HaBBIKOB I1OIb30BATeI .

5.3. Tlonb3oBaTteny, AEMOHCTPUPYIOLME HENOCTATOYHbIE 3HAHMUS M YMEHUS [IJisI
obecrieuennss  6e30MACHOCTY  KOH(DUIEHIMATLHOM MHQOpDMAaLMM B  COOTBETCTBUU C
TPeOOBaHMAMM HACTOSILIETO noyIoxkeHust, kK padore B UC He momyckaioTcs.
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5.4. OTBETCTBEHHbIM 33 OpraHU3aLMio O6yUeHMs M OKa3aHMe MeTOJAMYeCKOl TOMOLIY B

TOTI'BOVY IO «lleHTp pasBuTHs TBOPYECTBA NETEN U IOHOIIECTBa» SIBJISETCI afMUHMUCTPATOD
Ge3onmacHoCTH.

A,H‘MI'-IHMCTpElTDp JOJDKEH - OpraHM30BBIBaAThH  COBelIaTe/IbHbie  MepPOIIpMATHA U
HHCTPYKTa)M, HallpaBJIeHHbIe Ha.

- pa3bsiCHeHWe  COTPYOHMKaM TpeGOBaHMIM  OpPraHM3alMOHHO-PACIOPIAUTETbHON
DOKYMeHTauuu 1 rpaeui pabotsl B UC;

— [OBbIIIEHNME YPOBHS MX KB&J’[B{QJIJIKEIHMI’I B 06J1acTH HH@)O]JMHL[I"[OHHOI;’I 6e30macHOCTI U
IIpHMeHeHMs] WITaTHbBIX CpedCTB 3allMThI MHEIJOpM&LI;I»‘[M;

— pa3bsiCHEHME TOPSIIKA UCIIOIb30BaHMsI ChbEMHbIX HOCUTe e MHDOPMaLIMK.

MI—ICT[JYK’I‘EDKPI JOJDKHBI TIPOBOOMTHCA IIEpMOOMYeCKM (He peXxe OOHOro pasa B TpU
Mecsma), d TaK JKe IIpM BO3SHMKHOBEHMM HellITaTHbIX CMTYELIMI;‘I.

5.5. [Ins mnpoBemeHMs 3aHATHIL, CEMMHAPOB M COBEIaHM} MOTYT IIPMBIIEKAThCS
CIIeIMaJMCThl 10 IIPOTPaMMHOMY M TEXHUUYECKOMY OOeCreyeHuio, a Tak)Ke CIeIMauCThl
OPTaHOB 110 arTecrtauun 06beKToB MHQOpMaTH3aluu, opraHmsanmit-mieHsuatoB @CTOK
Poccuu 1 ®CB Poccun.

5.6.K pabore 8 VC pomyckarOTCAd TONBKO COTPYOHMKM TPOLIEAINNE I[TePBUYHBINA
uHerpykTaxk OB B MIC ¥ nokasaBuiMe TBepAble TEOPETMYECKME 3HAHMS U IIPAKTUUYECKMe
HaBBIKM, O UEM [1eJ1aeTCs COOTBETCTBYIONIAs 3amuch B JKypHaie yuéra monycka K pabore B UC.

5.7. AopMuHucTpaTop Ge30macHOCTY JOJDKEH MMeTh NpodusibHoe obpasoBaHue (6o
IVIUIOMBI O TOBBIIIEHMN KBajmbuKkauuu) B obnactu sammTbl MHbOpManunu. PekomeHmyeTcs
TIPOXOXKIEHVE aIMMHUCTPATOPOM CIIelMaju3UPOBAaHHbIX KYPCOB [0 aAMUHMCTPUPOBAHUIO
CPEeNCTB 3aluMUThl MHDOPMalMH, UCTIoNb3yeMbix B VIC.

6. ITopgmoK MpoBepKy IEKTPOHHOrO KypHaia obpamenmii Kk UC.

6.1. Hacrogumit paspen IlomoskeHus omnpemenseT IMOPSANOK IPOBEPKM SJEKTPOHHBIX
JKYypHaIOB obpattenmit K pecypcam VC.

6.2. IlpoBepka 31e€KTPOHHOrO XYpHaia 06palleHuii IPOBOAUTCS C LIEIbI0 BbISBICHMS
HeCaHKUMOHMPOBaHHOrO LOCTYIIA K 3aiiuiinaemon nupopmamum B UC.

6.3. ITpaBo NPOBEPKY 3JIEKTPOHHOrO KYpHaJIa 06pallleHIil UMEIOT:
— aJMMHMCTPaTOp 6€30MacHOCTH;

~ OTBETCTBEHHBIN 3a 3aIMTy uHhOpMamu;

~ PYKOBOIUTETb.

6.4. Ha rexnnueckux cpepcrsax MC, Ha KOTOPBIX YCTAHOBJIEHbI CIIELMAIM3UPOBAHHbIE
cpencrsa 3aummThl uHbopmaumy Tuna «Armlock», «Secret Net Studio», «Dallas Lock» u
Apyriue, rpoBepKa 3JIEKTPOHHOrO KypHasa IIPOM3BOIUTCS B COOTBETCTBUU C MpMJIaraeMbiM K
yrasanHeiM C3M PykoBomcTBom.

6.5. Eciit B XOozle nepyuogyuecKkux, IUIAHOBBIX MM BHE3aMHbIX IpoBepok VC BbISB/IEHDI
cinyvarn HCI K mHbOpManmy KOHOMIEHIMAIPHOIO XapakTepa, TO BCTYIAeT B CHIY ILI. 3.7,
3.8. mannoro TonoskeHus.

6.6. [TpoBepke mojjieskat Bce 371eKTPOHHbIe xypHasbl VC.

6.7. IlpoBepKka [O/KHA NIPOBOAMUTLCS HE peXke, YyeM OfUH pa3 B HENeNi0 C Le/bio
CBOEBPEMEHHOI'0 BBISBJIEHMs (DaKTOB HapyIIeHUs TpeGoBaHMii HacTodero ITonoxeHus.
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6.8. aKThbl IPOBEPOK 3JEKTPOHHBIX XXYPHAIOB OTPAXKAIOTCS B CIIENMaTbHOM XypHAJe
nposepok.  Ilocime  Kakmodt — mpoBepkM — AIMMHMCTpaTop — 6e30MacHOCTM  ejiaeT
COOTBETCTBYIOILLYIO OTMETKY B JKYPHaJje M CTaBUT CBOIO MOMIIUCE.

7. IlpaBuiia aHTMBUPYCHOM 3aIIUTEI

7.1. Hacroguiye [paBu/ia ONpemensdioT TpeboBaHMsS K OpraHM3alMy 3aliUTbl 06beKTa
MC or paspymamoiiero BO3[eiCTBMS BPEIOHOCHOIO IIPOrpaMMHOrO  obecrieueHus,
KOMIIBIOTEPHBIX BUPYCOB M YCTaHaBIMBaeT OTBETCTBEHHOCTb PYKOBOILUTENSI M COTPYIHMKOB,
SKCITYATUPYIOIMX M CONPOBOXKAAKOLIMX KOMIbIOTepbl B coctaBe VMC, 3a MX BbITTOJHEHME.
Hacrosuyte npasuia pacnpocTpaHsoTcs Ha Bce 06bektsl MC opranmsammn.

7.2. K 1CrOnb30BaHMIO HAa KOMITbIOTEpax JMOIYCKAIOTCAd TOJBKO JIMIEH3MOHHbIe
QHTHBMPYCHbIE CPENCTBA, LEHTPaIM30BaHHO 3aKyIJIeHHble Y Pa3paboTuukoB (TIOCTaBIIUKOB)
VKA3aHHbIX CPEICTB.

7.3.VcraHoBKa ¥ HayalbHas HAcCTPOJKAa CPEJICTB AHTMBMPYCHOTO KOHTPOJIS Ha
KOMIIBIOTEPAX OCYILECTB/ISETCS afMMHMCTPATOPOM 6e30IacHOCTMU.

7.4. AIMUHNCTPAaTOD 6e30ITacHOCTM  OCYILECTBJISIET IepUOfMueckoe OOGHOBJIEHME
AHTUBUPYCHbBIX [1aKETOB M KOHTPOJIb MX pabOTOCIIOCOOHOCTH.

7.5. HpnbIx (ccpuika) IIs 3aITycKa aHTMBUPYCHOM POTPaMMbl SO/DKEH GbITh ZOCTYIIEH
BCEM I10JIb30BATeIIM MH(OOPMAIMOHHOM CHCTEMBI.

7.6. ExxeHenenbHO B Hauase paboThI, IOC/IE 3arpy3Ky KOMIIBIOTEPA B @BTOMATHUECKOM
pexyMe  NO/UKeH IIPOBOAMTBCS AHTMBMPYCHBIM KOHTPOJIb BCEX MOMCKOB U (haiiioB
KOMIIBIOTEPOB.

ObsizaresibHOMY — aHTMBMPYCHOMY  KOHTPOJIO —IOLJIEXMT J06as  uHBOpMAIms
(TexcToBble (darsl 066X GOPMaToB, (ailyibl JaHHbIX, MCHIOIHAeMble (Gaitibl), MHGOPMALSI
Ha CHeMHBIX HOCUTENSIX (MarHUTHBIX [UCKAX, JIEHTaxX, ONTUYECKMX OUCKaxX M T.0.). KoHTpos
VICXOZSILEH MH(DOPMALY HEOGXOMMO IIPOBOAUT HETOCPeNCTBEHHO Mepe]i apXUBUPOBAHIEM
JI OTIIPABKOM (3aMMChIO HAa ChEMHBIN HOCUTEIb).

HacTpoiiky  CpencTB aHTUBMPYCHONM 3allUTBl HOJDKHbI ObITh  BBIIOJHEHBI B
COOTBETCTBMM  C  TpeGoBaHMsAMM  Ge30MACHOCTM  KOHQMAEHUMANbHON  MHMOpMALMH,
onpeneseHHON I JaHHOTO kKiiacca. HacTpoiiky cpemcTs aHTUBMPYCHOM 3aIlUThI BBIIOJHSIET
agMIHMUCTpATOP 6e3011acHOCTH.

7.7. @aitpl, MOMeLIAeMbIe B 9/IEKTPOHHBIN apXUB Ha MaTHUTHBIX HOCUTEIISIX, IO/KHBI B
06s13aTe/IBHOM HOpSJKe MPOXOAUTb AHTUBMPYCHBIA KOHTPOJIb. Ilepuommueckite IIPOBEPKU
3/@KTPOHHbIX aPXMBOB JIOJXKHBI TPOBOAUTLCS HE Peske OJHOTO pasa B MeCSI].

7.8. VcraHasnuBaemoe (M3MeHSEMOE) IpPOrpaMMHOe oObecreyeHme IO/DKHO OBITh
NPefBapuTe/IbHO IPOBEPEHO Ha OTCYTCTBME BMPYCOB. HenmocpencTBEeHHO MocC/ie YCTaHOBKM
(M3MEHEeHMs[) MPOrpaMMHOTO OGecreueHuss KOMITbIOTepa, aIMMHUCTPATOPOM 0Oe30I1aCHOCTH
JLOJbKHA ObITh BBITIOJIHEHA aHTUBMPYCHAs Iposepka UC.

7.9.Ha KOMIIbIOTEpBI 3arlpelaeTcsi YCTAHOBKA MPOrPAMMHOTO OBECIIeUeHMs, He
CBSI3AHHOTO C BBIIOJHEHMEeM QYHKUMIA, MpPeSyCMOTPEHHbIX TEXHOJOTMYECKMM IIPOLECCOM
06paboTky uHGpOpPMAaLIMIL.

7.10.Tlpy  BO3HMKHOBEHMM [IOJO3PEHM HA HaIUuMe KOMITbIOTEPHOI'O  BUPYCA
(HeTumuHas paboTa MporpamMM, MOsiB/IeHNe rpahuuecknx U 3BYKOBbIX s dexToB, MCKaKeHMI
HaHHBIX, TIporaaaHne (aijios, yacToe MOsSBIeHMe COOBIIEHNII O CUCTEMHBIX OLIMBKAX U T.11.)
[10/1b30BaTe/b CaMOCTOATE/IbHO (MM BMECTe C afMMHMCTPAaTOPOM 6e30MacHOCTH) IOJDKEH
TIPOBECTY BHEOUEPETHOI aHTUBUPYCHBI KOHTPOJIb KOMITBIOTEpA.
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B ciyyae obHapyskeys Ipu TPOBEIEHMM AHTUBUPYCHON TIPOBEPKM 3apPaKEHHbIX
KOMIIbIOTEDHBIMU BHpycaMu (aiyioB I10JIb30BaTeIb OOsI3aH:

= [IPMOCTAHOBUTL 06paboTKy maHHbIX B VIC;

= HeMeJIJIeHHO ITOCTaBUTh B M3BECTHOCTb O (paKTe OOHAPYKEeHUS 3apaskeHHbIX BUPYCOM
(haitnop agMuHMCTpaTOpa 6€30MacHOCTH, a TAaKsKe CMeXKHbIe MOHpasieseHNs, MCIOIb3YIOLye
3Ty daiibl B pabore;

— COBMECTHO C BJIafiefIblieM 3apaskeHHbIX BUMPYCOM (DajiloB IIPOBECTHM aHAU3
BO3MOYKHOCTH, JaJbHEMIIET0 UX MCIIOIb30BaHMUS;

— MPOBECTH JIeYeHWe MM YHUUTOKEHUe 3aPaskeHHbIX (HaliIoB.

7.11. OTBeTCTBEHHOCTh 33 OpraHM3alMI0 AHTMBUPYCHOrO KOHTposiss B MC B
COOTBETCTBMM C TpeboBaHMAMM HacTosiero ITojoXKeHus BO3/IaraeTcss Ha OTBETCTBEHHOrO 3a
3a1UUTY MH(QOPMALIIH,

7.12, OTBeTCTBEHHOCTb 32 IPOBENEHME MEpONPUATUIA aHTUBMPYCHOM 3allMUTHI B
koukpeTHOU VIC m cobmomenme TpeGoBaHMII HacTOsIIero IloJIOKeHMs] BoOsjaraercss Ha
anMIHMCTpaTopa 6e30MacHOCTM U BCeX I0Ib3oBaTeeit nadHoi UC.

8. IpaBmyia mapoabHOI 3a1UTHI.

8.1. [lanHble mpaBuIa perjaMeHTUPYIOT OPraHM3alMOHHO-TEXHNYECKMe MEpPOIPUSTHUS
10 0GecrevyeHnIo POLeCCOB reHeparu, CMeHbl M NpeKpalleHus feiicTsus naponeit B8 VIC, a
TaK)K€ KOHTPOJIb NelCTBUI ITOIb30BaTe el Py paboTe C MapoJISIMH.

8.2. OprauusalliOHHOe M TeXHMYECKoe obecrieueHMe MPOLECCOB  TeHepalyy,
JICTIOJIb30BaHMs, CMEHbl M IIpeKpalleHus AeMCTBUS mapoJieil Bo Bcex mnopacucremax MC u
KOHTPOJIb IeMCTBUI I0JIb30BaTeNel npu paboTe ¢ MapossSMy BO3JIAraercs Ha agMMHKUCTpaTOpa
HesornacHoCcTH.

8.5. JIuuHble Mapomy MOJIKHBI IeHepUpOBaThbCSd M PacHpemessaThCs LeHTPaIM30BaHHO
111160 BbIGMpaThed nojb3oBaressamy OBT caMOCTOSATeIbHO C YIeTOM CIeAYIOLIMX TpeboBaHMIA:

— I1apOJib [NOJIKEeH GbITh He MeHee 6 CUMBOJIOB;

~ B UlCiIe CMMBOJIOB IapOJis 0643aTe/IbHO NOJIKHBI IPUCYTCTBOBATh GYKBBI B BepXHEM
M1 HYDKHEM PerucTpax, uudpsl 1 (Uam) crenyanbHble cumBoibl (@, #, $, &, *, % u T.1L.);

~ CMMBOJIbI Taposielt fjisi paBoumMx CTAHLUMA, HA KOTOPHIX YCTAHOBJIEHO CPENCTBO
3aDMThl MHMOPMALMM OT HECAHKLMOHMPOBAHHOTO HOCTYIIA, MOJDKHBI BBOIUTHCS B DPEXKUME
JIATUHCKOM packJIaJky KIaBUATYPBI;

— [1apoJib He [HOJDKeH BKJIIOUATh B CeOs JIETKO BbIUMC/SIEMbIE COUETAHMS CHMMBOJIOB

(1mena, dbamunnm, HaumeHoBauus APM u T.1.), a TakKe OBILENPUHSTbIE cokpaiienus (3BM,
JIBC, USER u T.11.);

— IIp1 CMeHe ITapoJisl HOBOE 3HaUeHMe JODKHO OT/IMYATHCS OT MpebIIYIINX;
~ 110/1b30BAaTe/Ib HE MMeeT IpaBa COOBIIATh JIMYHBIN MApoJib APYTUM JIMIAM.

Brapenbubl naponeit nomKHbI 6bITh 03HAKOMJIEHBI 10, IIOANUCHL C TIePeuMC/IeHHbIMU
BBIILE TPeOOBAHMSIMM M IIPELYIIPeKIeHbl 06 OTBETCTBEHHOCTH 33 MCIIOIb30BaHMe raposei, He
COOTBETCTBYIOIIMX JaHHBIM TPEOOBaHMAM, a TaKKe 3a pasrjalleHne apoibHoi MHBOpMaIMu.

8.4. B ciryuae BOSHMKHOBEHMS HELITATHBIX CUTYALIMIA, (bopc-MaskOpHBIX 06CTOSTENLCTB
L T.IL. TEXHOJOTMYECKON HEOOXOHMMOCTY MCIIONb3OBAaHMS MMEH U Iapojeil COTPYLHMKOB
(MCTIOMHITEIIOl) B MX OTCYTCTBME, COTPYAHUKM OBS3aHBI CpPasy >Ke TOCHe CMEHbl CBOMX
napojell ¥xX HOBble 3HAUeHMs (BMeCTe C MMeHaMu COOTBETCTBYIOIIMX YYETHBIX 3aruceif) B
3arevaTaHHOM KOHBepTe MM ONeYaTaHHOM IleHase TepefaBaTh Ha XpaHeHMe PYKOBOIUTEIIIO
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CTPYKTYPHOIO TIO[pa3ieneHusi. 3arnedyaTaHHble KOHBEPTHI (MIeHAIbI) C TapoIIMU UCIIOHUTEEN
TOJKHBI XPAHUTBCS B HETOCTYITHOM MeCTe Y PYKOBOAMTEIS CTPYKTYPHOTO ITOIpa3iesieH sl

8.5.TTotHag 11aHOBasg CMEHA I1apoJielf TIOJIb30BaTeNeil [JOJ/DKHA ITPOBOAMTHCS
PervJsipHo, He peXke OTHOTrOo pasa B TeueHue 90 gHei.

8.6. BHertaHoBass CMeHa JIMYHOIO [apojis WiIM  yHajJeHue YYeTHOM 3alucu
nonb3oBarens MC B ciiyuae IpexpaiieHns ero moJITHOMounit (YBOJbHEeHMe, Iepexo Ha ApYTyIo
paboTy BHYTPM [PEANpUATMS M T.I.) JO/DKHA IPOUSBOAUTBCS — AIMMHMUCTPATOPOM
GesomacHoCTH (MO0 HOBBIM TTOCTOSHHBIM II0JIb30BaTe/ieM) HeMe[JIEHHO IOCjie OKOHYaHMs
NocjegHero ceaHca padOThl JAHHOTO IIOJb30BaTesl C CUCTEMOM Ha OCHOBaHMM YKazaHUsS
PYKOBOOUTES CTPYKTYPHOTO IO pasie/ieHus.

8.7. BHeruiaHoBass  IojHasg CMeHa I1aposieit  BceX — IIOJIb30BaTenel  JOJDKHa
POM3BOANUTLECS B Clyyae IIpeKpallleHusl IIOJHOMOYMII (YBOJIbHEHMe, Iepexol Ha APYryio
paboTy BHYTDPM IIPeANpUITHS U IPYTHUe 0OCTOSTENIbCTBA) afMUHUCTpaTOpa 6€30IacHOCTH.

8.8. B cnyyae xommpomeranuu JIMYHOrO maposst monb3oBarenss MC momkHbl ObITh
HeMeJIJIEeHHO ITPeIYIPMHSITHI Mephl 110 BOCCTAHOBJIEHUIO ITapOJIbHOM 3aILUThI.

8.9. KouTpons pelicTBuMit TO/Nb30BaTenell Ipu pabore C Iapossmu, coGromeHue
[OpSOKa MX CMeHbl, XpaHeHMWsl U MCIIONb30BaHMS BO3JAraeTca Ha agMMHUCTpaTopa
Oe30MacHOCTH.

9.IlpaBuna OGHOBIEHUS  OOINECUCTEMHOTO ¥  INPUKIAJHOrO [POrpPaMMHOIO
obecrieueHus, TexHuueckoro obcrykusanus UC

9.1. Hacrosuue npasuia perjaMeHTUPYIOT obecrieueHue 6e301acHOCTY MHGOpMAIu
Ipu  TpoBefeHuKr OOHOBIeHMM, MOAMOUKALUM  ODOIIECHMCTEMHOTO M  IIPUKIAIHOIO
nporpaMMHOro otecrnedyeHusl, TeXHWMYECKOTO OOCITYXMBAaHMUS U TIPU BO3HUKHOBEHUU
HEeILITaTHbIX cuTyauuii B pabore VC.

9.2. Bce usmeneHus KoHOUIypalmii TeXHMUECKMX M Iporpammubix cpemcts MC
IOJDKHBI TIPOM3BOAMTLCH TOJIBKO Ha OCHOBaHMM 3asBOK OTBETCTBEHHOTO 3a 3KCILTYaTallMio
xkoHKpeTHOro MC.

Ilepen mnposemeHmemM paboT 10 BHECEHMIO M3MEHEHMNM B COCTAB TEXHMYECKUX U
nporpaMMHbiX cpencte MMC HeoBXOmuMMO COrjiacoBaTh BO3MOKHOCTb JAHHBIX M3MEHeHMi C
OpraHoM, NPOM3BOAMBIUMM pPabOTHl MO arTecTauuu. IIpM BOSMOXXHOCTM OCYILECTBJIEHMS
MONOBHBIX M3MeHeHMIA TIPeCTaBMTe M OPTraHa [0 aTTeCTalMM OCYLIeCTB/ISIOT Hag30p 3a BCeMMU
rnpopofumvbivy paboramu. IlpoBemeHme pabBoT IO M3MEHEHMIO COCTABa TEXHUYECKUX WU
nporpamMmHeix cpencts MC 6Ge3 cornmacoBaHusi C OpraHoM IO aTTeCTalMM aBTOMaTUUECKU
TipekpalliaeT nelicTBUe BhIJaHHOro ATTecrara.

9.3. IlpaBo BHeCEHUSI U3MEHEHMI B KOH(MHUIYPALMIO alllapaTHO-IPOrPaMMHBIX CPeICTB
saminieHHsX MC mmpemocTaBiseTcs:

-~ B OTHOLUEHMM CUMCTEMHbIX M MPUK/IaIHbIX IPOrPaMMHBIX CPENCTB — aAMUHUCTPATOPY
6e30MmacHOCTM 110 COTJIACOBAHMIO C OPraHOM I10 aTTeCTallMy, IPOBOAMBLIMM AaTTECTAaLMIO
nausoi MC;

- B OTHOILEHMM annapaTHbIX CPENCTB, a TaKKe B OTHOLIEHUY NIPOrpaMMHO-aInapaTHbIX
CPe[iCTE 3alUUThl - aJMMHUCTPATOPy OE30NacCHOCTM IO COIJIACOBAHMIO C OPraHoM IIO
aTTecTanyi, IPOBOSUBILNMM aTTecTauuio ganHon UC.

9.4. Msmenenue KOHGUIypalMy arapaTHO-TIPOrpaMMHbIX cpefictB MIC kem-mm6o,
KpOMme BbIIIeNePeyy CIeHHBIX YITOJHOMOYEHHbIX COTPYIHMKOB U ITO/IPa3fiesIe N, 3aIIpelieHo.

9.5. llpouenypa BHeCeHUs M3MeHEHWI! B KOHMUIYpaIMiO CHCTEMHBIX U IIPUKJIANHbIX
nporpaMMHbIX cpefcts MC uHMLMMpyeTCs 3asBKO OTBETCTBEHHOTO 3a sKkcIutyaraiyio UC.
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9.6. B 3agBKke MOTYT YyKasbIBaThCS CJIEIYIOIIME BUAbI HEOOXOLMMbBIX M3MEHEHMI B
COCTaBe anmnapaTHBIX M IIporpaMmHbIX cpencTte MC:

- YCTAHOBKa  (pasBepTbiBaHMe) Ha  KOMIIbIOTep(bl) IMPOrpaMMHBIX  CPEHCTB,
HEOOXOJMMBIX [IJI PeLIeHus ONpelesleHHOM 3agauy (Ho6aBjieHue BO3MOXXHOCTYM pelleHus
NAHHON 3amaun B nanHou MC;

- o6HOBIeHMe (3aMeHa) Ha KOMIIbioTepe(ax) IPOrpaMMHBIX CPeNCTB, HEOOXOIMMBbIX
IJ1s DelleHNs OIpefe/leHHOM 3amauu (OOHOBJIEHME BepCuil, MCIONb3yeMbIX MJi pelleHMs
onpenenleHHON 3a5a4y Iporpamm);

- yIajieHye C KOMIIbIOTepa NPOrpaMMHbBIX CpPefCTB, MCIIOJb30BABILIMXCS IJIS pelleHus
onpefeleHHON 3amauM (MCKIIOYeHMe BO3MOXKHOCTM pellleHMs HAaHHOM 3aJauyu Ha [JaHHOM
KOMITBIOTEDE).

9.7. Taxoxke B 3a9BKe yKasblBaeTcsi ycjioBHOe HaumeHoBauue VC. HaumenoBauus samayu
VKa3bIBAIOTCA B COOTBETCTBMM C IIepeyHeM 3a/ay apxuBa AUCTPUOYTUBOB YCTAHOBJIEHHOTO
MporpaMMHOro obecrieyeHusl, KOTOpble MOXXHO pelllaTbh C MCIOJIb30BaHMEM YKa3aHHOTO
KOMIIBIOTEPA.

9.8. 3ag9BKy OTBETCTBEHHOrO 3a sKcrutyataumio UC, B KOTOpoi TpebyeTcd MpousBecTy
U3MEHEHUs KOH(QUTIypanuM, paccMaTpMBaeT pPYKOBOOMTEIb, BUSHPYET €e, YTBepKIasd TeM
CaMbIM ITPOM3BOJACTBEHHYIO HEOOXOIUMOCTD IIPOBEIeHMS YKa3aHHbIX B 3asBKE M3MEHEHMI.

ITocne  yero  3asgBKa  IlepefaeTcs  aJMMHUCTPATOPy  6e30MacHOCTM  [iJIs
HETOCPEICTBEHHOIO MUCIIONHeHUsT paboT II0 BHECEHMI0 M3MEHEHMM B KOHOUIYpPaIuio
KOMIIBIOTEpa yKaszaHHoro B 3agske VC.

9.9. IlogrotroBka OGHOBIEHMS, MOAM(MUKALMY OBILIECUCTEMHOrO M IIPUKIALHOTO
nporpamMHoro  obecrieyenuss VC  TecTmpoBaHMe,  CTEHOOBble  MCHBITaHUS  (IIpu
HEOOXOMMOCTH) 11 Iepefaya JCXOLHBIX TEKCTOB, JOKYMEHTAlMM ¥ JUCTPUGYTUBHBIX
HOCHTeJIel TIPOrpaMM B apXMB JUCTPUOYTUBOB YCTAHOBJIEHHOI'O IIPOrPAMMHOIO OBeceyeHus,
BHeCeH)e HeOOXONMMBIX M3MeHeHM) B HACTpOWKM cpemcTB 3aumrthi or HCJII u cpencTs
KOHTDOJISL eJIOCTHOCTYM (DaiiioB Ha KOMITbIOTepax, (OOHOB/IEHUE) M y[aJeHue CHMCTeMHBIX U
IIPUKIaAHBPIX IIPOrPaMMHBIX CPeNCTB IPOM3BOAUTCS amMMUHUCTPATOPOM 6Oe30IacHOCTH II0
COTJIaCOBaHMIO C OPraHoM II0 aTTecTallui, IMPOBONMBIIMM aTTecTauuio naHHoit VC. PaboTs
TIPOM3BOIATCA B IIPUCYTCTBMM OTBETCTBEHHOIO 3a SKCIUTyaTanuio nanHou VC.

9.10. Vcranoska uamu obHOBIeHMe mopcuctem VC [O/MKHBI IPOBOIUTLCS B CTPOTOM
COOTBETCTBMU C TeXHOJIOTMEN NPOBeneHMs MOTUMUKALIMI IIPOrPaMMHBIX KOMILIEKCOB HaHHbBIX
TIOZICHCTEM.

9.11. Vcranoska u o6HOBeHMe IO (CHCTEMHOro, TECTOBOrO M T.I.) Ha KOMITbIOTEpax
IIPOU3BOIMTCS TOJNBKO C OPUIMHATBHBIX JIMIEH3MOHHBIX TUCTPUOYTUBHBIX HOCUTENIEN (IMUCKET,
KOMIAaKT OMCKOB M T.IL), IOJYYEHHbIX YCTAaHOBJIEHHBIM MOPSAKOM, IpuxiagHoro I10 - ¢
9TATOHHBIX KOMMIM MPOrPaMMHBIX CPENCTB, TOJYYEHHBIX U3 apXuBa OUCTPUOYTUBOB
VCTaHOBJIEHHOI'O IPOrPaMMHOT0 O6ecIIeueH .

9.12. Bce mo6aBnsiemble NIpoOrpaMMHbIE ¥ annapaTHble KOMIIOHEHTBI JOJIKHBI GBITH
NPefBapyTe/IbHO YCTAaHOBJIEHHBIM IIOPAAKOM IIPOBEpPeHbl Ha paboTOCIOCOBHOCTb, a TaloKe
OTCYTCTBME OMAacHbIX (QYHKLIMIA.

9.15. Tlocne ycranoBku (o6HoBieHus) I10, agMMHMCTPATOpP 6Ge30MaCHOCTM NOJDKEH
[POM3BECTV TpPEeOyeMble HACTPOMKM CPELCTB YIPAaBA€HUS JOCTYIIOM K KOMIIOHEHTaM
KOMIIbIOTEpa M IPOBEpUTH paborocrnocobHocTe ITO M MpaBMIBHOCT MX HACTPOMKU U
[IPOM3BECTH COOTBETCTBYIOLIYIO 3armmch B JKypHase yuera HelITaTHbIX cuTyaumii B VC,
BbITIOTHEHMST TTPOPUIAKTUYECKUX PabOT, YCTAHOBKM M MOAMGMMKALMM POrPAMMHbIX CPENCTB
Ha xommbioTepax VG, menmaer OTMeTKY O BBIIONHeHMM (Ha OGpATHON CTOPOHE 3asBKM) U B
TexHuuyeckoM nacropre.
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9.14. ®opmar 3amuceii JKypHama yueTa HewrTaTHbiX curyaumin VC, BbINOIHeHUS
npoduiakTMueckux paboT, YCTAHOBKM M MOOM(GUKALMM IIPOrpaMMHBIX CpPe/ICTB Ha
xomnbroTepax MC ycraHaBamMBaeTcs IpuKasoM pykosoguTesst OpraHusaliymn.

9.15. Ilpu BO3HMKHOBEHMM CUTYyaLuMi, TPeOYIOUIMX [epefaun TeXHUUECKUX CPEICTB B
CepPBUCHBIN LEHTD C LIeJIbl0 PeMOHTa, OTBETCTBEHHDIN 3a ee SKCIUTyaTaluio NOKIafbiBaeT 06
9TOM OTBETCTBEHHOMY 3a 3alUMTy MHQOPMAalLMM, KOTOPhIM B CBOK OYEpelb CBA3BIBAETCA C
COTPYIHMKaMM OpraHa I10 aTTecTaluy M B AajdbHellleM [eiiCTBYeT COIVIACHO UX UHCTPYKIIUIA.
B naHHOM Cityuae agMMHMCTPATOp GE30MACHOCTM 06s3aH MPEIPUHATh HEO6XOMMbIe Mephl
IJ1A 3arupaHys 3aluinaeMoy MH(OpMauuM, KOTOpas XpaHujaach Ha AMCKaX KOMIIbIOTepa.
Opurysane! 3afBOK (DOKYMEHTOB), HA OCHOBaHWYM KOTOPbIX IIPOMSBOAMIMCH M3MEHEHUS B
COCTaBe IPOrpaMMHEBIX CPelCTB KOMIIBIOTEPOB C OTMETKaMM O BHECEHMM M3MEeHEeHMIi B COCTaB
NPOTPaMMHBIX CPEJICTB, JOJ/DKHBI XPaHUTbCS BMeCTe C TeXHMueckuMm macroprom Ha VIC u
JKypHamom vyuera HewrtatHeix cutyauuit VC, BbINoMHeHMs OPOGMIAKTUUECKUX PpaboT,
VCTAaHOBKM 1 MOIM(OMKALMM IIPOTPaMMHBIX CpeICTB Ha koMmiibioTepax MIC y OTBETCTBEHHOTO 3a
3aUTY MHDOPMALVIN.

9.16. Konuy 3asBOK MOTYT XpaHUTBCS Y aIMUHUCTpaTOpa 6e3011acHOCTU:
— I, BOCCTaHOBJeHMs KoHduryparmu UC mocne aBapuii;

- sl KOHTPOJIA TIpaBOMepPHOCTM ycraHoBkM Ha MC cpemctB s pelneHus
COOTBETCTBYIOLIMX 3a/iau IIpK pa3zbope KOHMIMKTHBIX CUTYALIMIA;

= IJIsI TPOBEPKM IIPaBUIbHOCTM YCTAaHOBKM M HACTPOMKY cpencTs 3aimThl MIC.

9.17. @akT YHUUTOKEHMs [AHHLIX, HAXOAMBLIMXCS HA JIMCKe KOMIIbIOTEpa,
opopmisercs akTOM 33 TONIMCHIO aIMUHUCTpaTopa 6Ee30MacHOCTM U COTPYIOHMKA
OTBETCTBEHHOrO 3a 3KCIuTyaTaumio ganaoi MC.

9.18. C wmempio cO6MIOfeHMs MPMHLMUIIA TEPCOHATbHOM OTBETCTBEHHOCTM 3a CBOM
AEHCTBUS KaXKIOMY COTPYIHMUKY, TOMYIIEHHOMY K paboTe Ha KOMIIbIOTepax KOHKpeTHoi UC,
JIOJKHO BBITH COTIOCTABIEHO TIePCOHANbHOe YHUKAIbHOe UMS (YUeTHAsS 3aIMCh I10JIb30BaTeIs),
TOJ; KOTOPBIM OH 6YIeT perncTpupoBaThCsi M paboTaTh Ha JAHHOM KOMIIbIOTEpe.

9.19. Vcnonb3oBaHne HECKOMbKUMM COTPYAHMKaMu mpu pabore B UC omHOro u Toro
YK€ MMEHM O/Tb30BaTesIs («TPYIIIOBOrO UMEHM») 3alpelieHo.

9.20. Tlpouenypa perucrpanyyu (CO3AHMA YUETHON 3ammcu) IIOJNB30BATeNs U
MPeIOCTaBIeHNs eMy (M M3MeHeHMs! ero) mpaB JocTyna K pecypcam VIC uHMIMMpyeTcs
3aBKOJf OTBETCTBEHHOI'O 3a dKCIUTyaTaluio nanHoit UC. ®opma 3asgBKku IIpUBEIeHAa HIKe.

B sasBke YKA3bIBACTCH:

-~ CopepyKaHye 3amnpallyBaeMbIX M3MeHeHMI (perucrpaius HOBOro mosb3osaresns VIC,
viianeHe y4eTHOM 3aluCy IOJb30BAaTess, pacliMpeHye WM CyKeHue TOJHOMOUMIL U TIpaB
nocryma K pecypcam VIC panee 3aperucTpupoBaHHOrO T10J1b30BaTeIs);

— DOJDKHOCTh (C MOJHBIM HaXMEHOBAaHMEM CTPYKTYPHOIO MOApasieseHus), hamusms,
MMS ¥ QTYECTBO COTPYIHMKA;

— MMl [IO/Ib30BATe I (YYeTHOM 3aIMCH) JAaHHOTO COTPYIHUKA;

— IOJTHOMOUMS, KOTOPbIX HEOGXOHMMO JIMIIUTD  IIONb30BaTe/d MJAM KOTOpPbIE

HeOBX04MMO A0BABNUTL TOJB30BATENMIO (IIyTeM YKasaHMs PellaeMbIX II0JIb30BATEEM 3a71ay B
H1C).

9.21. 3adBKY paccMaTpMBaeT DPYKOBOAMTeNb, BUSUPYS €8, yTBEPXKHAs TeM CaMbIM
MPOM3BOJICTBEHHYIO  HEOOXONMMOCTb [OMycka (M3MEHeHMS IIpaB JOCTYIa) HaHHOTO
COTPYAHMKA K HEOOXONMMbIM JJI pellieHMs MM yKasaHHBIX B 3adBKe 3amay pecypcam UC.
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3aTeM TONMMCBIBAET 3amaHue agMMHUCTPATOPy 6e30I1aCHOCTM Ha BHeECeHMe HeoOXOmMMBIX
J3MEHEeHMI B CITMCKY TI0JTb30BaTe/ell COOTBeTCTBYIOMMX noacucrem MC.

9.22. Ha ocHoBaHMu 3aaHusl, B COOTBETCTBUM C JOKYMEHTAIMel Ha CPeCTBa 3alllyThl
OT  HECAaHKIMOHMPOBAHHOI'O  JOCTYIa, afMMHUCTpPAaTOp  6e30MacHOCTM  IIPOM3BOIUT
HeobXoAuMble OIepanyuu IO CO3JaHMio (yOajdeHur0) YUYeTHOM 3alMCu  I10JIb30BaTesd,
IIPUCBOEHMIO €My HauvaJbHOTO 3HAa4YeHMd 1apojigd  (BO3MOXKHO TaKKe PerucTpaluio
NepCOHANbHOrO MIeHTHduKaTopa), 3asB/eHHBIX IpaB goctyma K pecypcam MC u mpyrue
HeobXopumble OeMCTBMSA, YKasaHHble B 3amaHmu. [Ij1g BceX IOJb30BaTeseil JO/KeH ObITh
YCTAHOBJIEH PEXXUM MPUHYIUTEIBHOrO 3arpoca CMeHbl IapoJis He peyke OTHOTO pasa B TeueHue
360 mrHert.

9.23. [locne BHeceHMs WM3MEHEHMII B CIMCKM I10JIb30BaTesiell agMMHUCTPATOP
Ge3omacHOCTM JIOJDKeH OOeCrHeuMTb HACTPOMKM CPENCTB 3allUThl, COOTBETCTBYIOIIME
TpeboBanysm 6e3onacHocTH ykasauHoi MC. ITo OKOHYaHMM BHECEeHMS M3MEHEHUH B CITMCKU
Nojib30BaTesielf B 3asBKe JelaeTcsi OTMEeTKa O BbIMOJHEHUM 3aJaHus 3a TIOAIMMCHIO
VCITOMTHUTEJIS ~ aAMUHUCTPATOP GE30MacHOCTH.

9.24. COTpyIHMKY, 3aperMCTPUpPOBaHHOMY B KauecTBe HOBOrO IojibsoBaTens KC,
coobuiaeTcs MMa COOTBETCTBYIOLIEIO eMY [IO/Ib30BATeIs M MOXKET BbIIAaBaThCs IePCOHANbHBIN
HAEHTUMURATOP (I paboThl B peXXuMe YCUIEHHOW ayTeHTMhUKAIuWM) M HauyaabHoe(-bie)
sHaueHune(-ua) maposi(-ei), Kortopoe(-ble) OH 06s13aH CMEHMTb IIpM IIEPBOM JKE€ BXOIE B
cucTemy.

9.25. VMcniosiHeHHble 3asiBKa ¥ 3a[jaHue (3a MOAMMUChIO afMUHUCTPATOpa 6e301acHOCTH)
nepefaloTCs PYKOBOAUTEIIIO Ha XpaHeHMe.

OHy MOTyT BIIOC/IEICTBUM MCIIOJIb30BAThCS:
- JI/IsI BOCCTaHOBJIEHMS [TOJTHOMOUMIL TI0JTb30BaTesel mociie apapuit IC;

= L7151 KOHTPOJIsI IPAaBOMEPHOCTY HaM4MS Y KOHKPETHOTO TI0JIb30BATEIS MPaB NOCTYIIa
K TeM iy uHbiM pecypcam MC npu pas6ope KOHGIMKTHBIX CUTYaLMIL;

= IJIs1 IPOBEPKM COTPYAHMKAMIM KOHTPOIMPYIOLIMX OPTaHOB IPaBMJILHOCTY HACTPOMKK
CPeNCTB pasrpaHuyeHMs 1OCTyna K pecypcam UC.

10. Tlopsmoxk KOHTPOMSI COBMIONEHMS YCIOBMIA WMCIOMb30OBaHMUS CPENCTB 3allUThI
MH(OPMaNuY, B TOM YMCIIe KPUIITOrpaduaeckmx

10.1. Naxnblit paspen ITonoxeHns ornpeenser IopsSioK KOHTPOJIS COBIIONeHNUS
VCJIOBMIT MCIIO/Ib30BaHMS CPEICTB 3alMThl MH(GOPMALIMML.

10.2. Texnnueckue cpencTsa 3alUThl MHGOPMAIMU SBITIOTCS BasKHBIM KOMIIOHEHTOM
OF KI1. '

10.3. Ilopsinok pabotsl ¢ TexHnueckumy C3U onpezesieH B COOTBETCTBYIOMINX
DYKOBOJICTBAX 110 HACTPOVKe 1 Mcrioab3oBanuio C3V 06s3aTesbHbIX IS MCIIOTHEeHMS, KaK
COTpYZHMKaMy 00pabaTelBarOLIMMY KOHOUAEHIMATbHYIO MH(DOPMAIIMIO, TaK U
aIMHHMCTpaToOpoM besoracHoctu UC.

10.4. Ipaso nmpoBepKy COGTIONEHNS YCIOBUI UCTIOb30BAHUS CPENCTB 3aIlUTh
MH(OPMAIUN MMEIOT:

— PYKOBOIMTEJID;
— OTBETCTBEHHBIN 3a 3aLLUTY MHDOPMALL;

— aIMMHMUCTPATOp Oe30MmacHOCTH.

10.5. Tlonbsosarento VIC kaTeropuuecky sanperiaeTcs:
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- 06pabaTbiBaTh KOHOMIEHIMATbHYIO MHGOopMalmio ¢ oTkmoueHHbIMu C3U;
— MeHgTh HacTponky C3MU.

10.6. ApmuHucTpaTopy 6e301acHOCTHM 3alpeliaeTcs MeHITh HACTPOMKMU IIPOrpaMMHO-
arrapatHbix C3V, npeycTaHOB/IEHHbIE CTIEIMATMCTOM OpraHM3alii, MMEeIOLIel TULIEH3UI0 Ha
LleATe/IbHOCTD [10 TeXHUYECKON 3aiuuTe uHpopmaln, 6e3 corjiacoBaHus C 3TOMI
OpraHusaIuei.

10.7. Ec/m B XOpe TepruoAMYeCcKMX, TUIAHOBBIX WM BHe3amHbIX poBepok VIC BbISBIIEHO
HapyieHue Tpebosanus 1. 10.5. To Berymaer B cuny .. 3.7., 3.8. ganHoro ITonoxenus.

10.8. Kpuntorpaduyeckue cpencTsa 3ammThl MHGOPMALMM TOJKHBI MCIIOIb30BAThCS B
COOTBETCTBMM C TeXHMYECKON 1 IKCILTyaTalMOHHOM TOKYMEHTAIMEeN Ha HUX, a TAK)KE B
COOTBETCTBMM C IIPaBMJIaMMU TI0JIb30BAHUS UMM,

11. TTopsmox oxpasbl ¥ HOMyCKa MOCTOPOHHUX JIAIL B 3alMIaeMble TIOMeLe s

11.1. Hacrosiuee ITonokenue ycraHaBIMBaeT MOPSNOK OXpaHbl (CHaum TOf 0XpaHy)
sauuniaeMbix momergenmuit MC.

11.2. Mo/mkHa 6bITh OpraHu3oBaHa GusMyecKkas OXpaHa CpeNCTB BbIYMC/IUTENBHOM
TeXHMKIL ¥ HOCuTesel nH(popmauyi. [JO/MKHBI GBITh IPELyCMOTPEHbI: KOHTPO/b JOCTYIA B
noverteHnst  WMC  1MOCTOPOHHMX /M1, HajuuyMe  HafeXKHBIX  MpPeNnsTCTBUIL s
HECaHKIMOHMPOBAHHOrO TMPOHUKHOBeHMs B romemeHus VC M xpaHuauile HOCHUTenen
uHbopMary, 0cobeHHO B Hepabouee Bpemsl.

OreeTcTBeHHbIN 3a obecrieueHne 6€30acHOCTH UHPOPMALUMM JOJKEH:

~ MIOAJIeP)KMBATh B aKTYaJbHOM COCTOSIHMM CIMCKM COTPYIAHMKOB MAOMYLIEHHBIX K
BCKPBITHMIO TIOMEILEHIH, CIIVICKM JOIYLIEHHbIX B IOMELIeHMS M CIIUCKY To/b3oBaTeeit UC;

— NepMOgMYEeCKU KOHTPOJMPOBATh, OTCYTCTBMUE B Tiomelenusx MC JIMII, HE MMEeIINX
IpaBa HaxOJMTbCS B JaHHOM IIOMEILeHMH;

— MEpHMOIMYECKN KOHTPOIMPOBATh KOPPEKTHOCTh OPraHM3aluu HOCTYIA B IIOMeLleHMs
I XpaHWJIAIA HOcuTeNelt MHpOpManmyu (HagéKHOCTb 3aMKOB, NMODPSOK BbIZAauy KIIOUeit
COTPYOHMKAM ¥ T.IL.).

11.3. BekppiTe ¥ 3aKkpbITMe  TTOMEIIeHMit OCYILECTBJISIETCS  COTPYOHUKAMK,
paboTaAUIMMI B HaHHbBIX ITOMEIIeHUIX.

CIMCOK  COTPYSHMKOB, WMMEIOLMX IIpaBO BCKPbIBATh (CHABaTh IO oXpaHy)
VTBEPXKIAeTCSl PYKOBOIMUTEJIEM M IIepe/laéTcs Ha MOCT OXPaHbl.

11.4. ITpu OTCYTCTBUM COTPYIHUKOB, OTBETCTBEHHBIX 32 BCKPBITHE (coauy mop oxpany)
NOMELeHNIT, NaHHbIe TTOMELEHMS] MOT'YT 6bITh BCKPBITHI KOMMUCCHEH, CO3MaHHOM Ha OCHOBAHUM
[pMKasa, 0 YeM COCTaBJISeTCs aKT.

11.5. Tlpu  3akpblTMM TiOMelIeHMI ¥ cpaueit wuX IIOX OXpaHy COTPYIHMKH,
OTBETCTBEHHBIE 3a [TOMEILIeHMs] IPOBEPSIOT 3aKPhITHe OKOH, BBIKJIFOUAIOT OCBEIleHNe, GbITOBbIE
Mp1BOPEI, OPITEXHNKY U IIPOBEPSIOT IPOTUBONOKAPHOE COCTOSIHME [IOMELLIEHMS, a JIOKYMEHTBI
I HOCMTENM MHQOPMAaLMM Ha KOTOPBIX CONEPXUTCS KOHQUOEHIMambHas uHbOpMAIps
yOUPAKOTCs 1151 XpaHeHNs B OlleuaThiBaeMblii cefit (MeTammaeckmii uikad).

11.6. ITomewienue cnaeTcs of OXPaHy CIeAYIOMIUM obpasom:

— 3aKpbIBaET [IOMEILIeHHE;

— (DaKT 3aKpLITHS IIOMEIIeHUS IOATBePKIAeTCs OXPaHHMKOM;

~ CA4eTCA IIOMEIIeHe MOJ, MOAMNCh C YKa3aHMeM JaThl M BpeMeHM CIauM 1Of, OXpaHy.

11.7. CoTpynHMK, MMEOIIMIt TIPaBO Ha BCKPITHE TIOMEILEHMIL:
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— [IOJiyuaeT Ha IIOCTY OXpaHbl KIKUYM OT IOMEIUIeHMA IIoL IIOAIIUCH B )KY[)HEIJ'[E C
VEKA3dHKMEM OATbI M BPEMEHHM,

~ npousBoaMT 3amick B JKypHaje O BCKPBITMM MOMEIIeHus ¢ yKazaHueM damuinu u
BpEMEeHI;

— I[MPOM3BOONMT IIPOBEPKY MCIIPABHOCTD 3all0POB;
— BCKpPbIBAeT ITOMELIEeHHME.

11.8. IIpu obHapy>KeHMy HapyIIeHMi [eJTOCTHOCTM OTTMCKOB IlevaTeil, NOBpexXIeHus
5aI10DOB I HaMuyst OPYTUX MPU3HAKOB, YKa3bIBAIOLIMX HA BO3MOXKHOE IPOHMKHOBEHME B
NOMelLeHe IIOCTOPOHHMX JIMI[, TIOMElIeHWe He BCKPBIBAETCS, @ COCTaBJSeTCs aKT, B
OpUCYTCTBUM OXpaHHMKa. O IPOMCIIeCTBUY HEMEeIJIEHHO COOOLIAeTCs PYKOBOLUTENIO V(1)
OTBETCTBEHHOMY 3a 3aLIUTY MHGMOPMALIWIA.

O,E[,HOB]JGMEHHO IPMHMMAKTCA MepBI 110 OXpaHe MecTa IIPOUCIIeCTBUA U 0O HpHﬁbITMH
JOJDKHOCTHBIX JIMIT B TIOMeEIlleHMe HMKTO He OOIIYyCKaeTCH.

11.9. PykoBoguTenb, OTBETCTBEHHBIM 3a obecreueHue Ge30MacCHOCTM MHOOpMaLUM U
agMMHMUCTPATOP 6e3omnacHOCTHU OpraHu3yooT TIPOBEPKY UC Ha rpeaMeT
HECAHKLJIOHMPOBAHHOTO IOCTYITa K KOHQUASHIMATbHOU MHMOpMALMKU U HaJuuue JOKYMEHTOB
11 MALIMHHBIX HOCUTENel MHPOPMAaIX.

11.10. ITpu cpabaTbIiBaHMM OXPAHHONM CUTHAIM3ALMM B CIYXKEOHBIX IIOMEIIEHMSX B
Hepabouee BpemsI OXPaHHMK COOBILAET O CIYUYMBLIEMCS OTBETCTBEHHOMY 3a IOMeLIeHMe, UK
OTBETCTEEHHOMY 3a obecrieueHye 6e301macHOCTM MH(MOpPMALMKM, WIM DPYKOBOLUTEIIO, WU
agMuHuCTpaTopy 6esonacHocTy. ITomellieHNst BCKPbIBATh 3allpelaeTcsl.

11.11. TTomemienmns BCKPbIBAIOTCS OTBETCTBEHHbIM 3a TIOMelIeHue, 78178
DVKOBOJMTEEM, WJIM OTBETCTBEHHBIM 3a obecrneueHye Oe30macHOCTM uHOOpManuu B
IIPUCYTCTBUI COTPYIHMKA OXPaHbl C COCTABJIEHMEM aKTa.

Ecmm  0oBHapy)XKeHO BTOpPKEHME B 3aliyillaeMoe IIOMellleHMe, [ajee Ipolenypa
MPOUCXOOUT B cooTBeTcTBUU C 11. 10.8 HacTtoslero ITonoxkeHnd.

11.12. ITpu miepemave AeXYPCTBa, €C/IM IOMEIIeHMe B TeueHue AHS He BCKPBIBAJIOCh, a
Tax)Ke B BBIXOIHble M MpasfgHMYHbIe AHM NPMHMMAIOIIas OeXXKypPCTBO CMeHa IIOCTa OXpaHbl
IIpOBEpPSAET LeJIOCTHOCTh 3allOPOB Ha ABepsAX C oTpaxkeHuem B «)KypHasie npuema M crauyu
nexxypersa» ¥ «JKypHaie ripuema (cauy) Ioj OXpaHY PesKMMHBIX ITOMEILeHMIA U KIIUei OT
HUX».

11.13. B cootBerctBUM C TpeboaHusMu mgaHHoro Ilonoskenus 1ipu o6paboTke
sawpiaemolt HGopmaiyy B MC MCKIIOYNTh HE KOHTPOIMpYeMOe IIpebbIBaHyue MOCTOPOHHUX

JUIL, B IIpelejiax TpaHul, KOHTpoaupyemou 30HbI VMIC, ompeneneHHbIX COOTBETCTBYIOIIUM
IPMKa3soM.

12. Pasmemnenue, creunuaibHOe 06OpYHOBaHME, OXpaHa ¥ OpraHusanisd pexyuma B
TIOMEIIEHUSIX, T[Ie YCTaHOBJIEHbI KPUIITOCPEICTBA WJIM XPAHATCH KITFOUEBBIE JOKYMEHTHI K HUM

12.1. Pasmeliienye, crneumanbHoe o6OpyOOBaHMe, OXpaHa M OpraHusalus pexxuma B
TIOMEILEHNSX, IIe YCTAaHOB/IeHb! KPUIITOCPEACTBA WM XPaHATCS KIIOUeBble JOKYMEHTBI K HUM,

00eCreunBarT COXPAHHOCTb KOH(MUIEHIMAIbHON! MHGOPMALM, KPUIITOCPEICTB U KIIIOUeBbIX
HOKYMEHTOB K HMM.

12.2. TlomelieHyus MMEIOT NPOYHbIE BXOJHbIE OBEPUM C 3aMKaMM, IapaHTMPYIOLMMM
HaJleyKHOe 3aKphITHE MOMelleHui B Hepabouee Bpemsi. OKHa ITOMeILeHMI, PACIIOIOKEHHBIX Ha
MEePBBIX WM I[OCTENHNMX ITa)Kax 3JaHMM, a TakkKe OKHA, HAXOMAIIMECS OKOJIO IOKapHbIX
JIeCTHML M JIPYTUX MECT, OTKyIa BO3MOXHO IIPOHMKHOBEHME B DPEXMMHbIE IIOMeIleHMs
MIOCTOPOHHMX JIMII, 060PYIYIOTCS OXPaHHOM CUTHAIM3ALIMEN.
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12.3. PasmeljeHne, crienyanbHoe OOOpYIOBaHMEe, OXpaHa M OpraHu3alus pexuMa B
MOMEIIeHNSIX  MCKIYaeT BO3MOKHOCTb  HEKOHTPOMMPYEMOTO  IIPOHMKHOBEHMS WA
mpedbpIBaHIST B HMX TIOCTOPOHHMX JIMIl, a TakKe IIPOCMOTpa TMOCTOPOHHMMM JULIAMU
BEIYIINXCS TaMm paboT.

12.4. PexxyM OXpaHbl TIOMeLUEeHMM, B TOM YKCIe IpaBuja AOIyCKa COTPYIHUKOB U
roceTuTenell B pabouee u Hepabouee Bpems, YCTaHABIMBAeT OTBETCTBEHHbIM IT10/Ib30BaTe/Nb
KPUIITOCPECTB I10 COTJIACOBAHMIO, NP HeOBXOOMMOCTH, C OIEpaTOpoM, B IIOMELIEHMSX
KOTOPOrO YCTAHOBJIEHbl KPUIITOCPEACTBA MM XPaHATCS KJIOUYeBble NOKYMEHTBI K HUM.
Y CTaHOBEHHBIN PEsKMUM OXPaHbl IPeqyCMaTpUBaeT MepUOIMIecKuiA KOHTPOJIb 38 COCTOSHMEM
TEXHUUYECKIX CPELCTB OXPaHbl, eC/I TAKOBbIe MMEIOTCS.

12.5. IBepu crielioMelleHnii MOCTOSHHO 3aKpPhIThI Ha 3aMOK M MOTYT OTKPbIBaTbCS
TOMBKO 1JIs CAHKIMOHMPOBAHHOTO MPOX0Ja COTPYIHMUKOB U roceTuTesiein. Kiaroun oT BXOIHbIX
[iBepeil HYMepyIOT, YYMTBLIBAIOT M BbIIAIOT COTPYLHMKAM, MMEIOIIMM IIpaBO JOIycka B
MIOMEILEHNs, MO PACIMCKY B JKypHale yuera xpaHwinii, Jy6auKaTbl KIHOUeit OT BXOLHBIX
IBepeit Takix IIOMeIeHMIA MO/DKHBI XPaHMThCS B celide oreparopa MM OTBETCTBEHHOTO
TI0JIb30BATESI KPUIITOCPEACTBAMM.

12.6. llns npenoTBpalleHns IpOCMOTpa M3BHE IIOMELIEHMI UX OKHA 3allyILEeHbI.

12.7. TlomellleHus, OKHa KOTODBIX PACIOJIOXKEeHbI Ha TEpPBbIX MM MOCTEIHMX ITaxKax
30aHMI, a TaloKe OKHA, HaXOIJLUMecs OKOJIO MOKapHbIX JIECTHUI[ M APYTMX MECT, OTKynda
BO3MOJYKHO I[IPOHMKHOBEHME B DeKMMHbBIe ITOMeILleHU s [TOCTOPOHHUX JIUII, OCHAIIeHbI OXPaHHO
CUTHaIM3aLMeN, CBA3aHHOM CO CJIY)KOO0M OXpaHbl 3MaHMSI MM OEXKYPHBIM 10 OpraHu3alyu.
VcrnpaBHOCTb CUTHAIM3ALMM TIEPUOINMYECKM IIPOBEPSETCS OTBETCTBEHHBIM I10J/1b30BaTeIeM
KDUIITOCPEACTE COBMECTHO C MpefCTaBUTeNeM CIyKObl OXpaHbl WIM [OEeXYpPHbIM IO
OpraHM3auyuy ¢ OTMETKOM B COOTBETCTBYIOIIUX JKYPHAIaX.

12.8. Ilng XpaHeHus] K/IIOYEBBIX [JOKYMEHTOB, SKCIUIYATALMOHHON M TEXHMYECKON
HOKYMEeHTalMu, MHCTAVIUPYIOIIMX KPUIITOCPEACTBA HOCUTEIeH IIPefyCMOTPEHO HeObX0aMMOe
UMCNO HAOEeXHbIX MeTaUIMYeCKMX XPaHMIMIL, OBOpPYNOBaHHLIX BHYTPEHHMMM 3aMKaMM C
OBYMS 3K3€MIIApaMM IJIIOYeil M KONOBBIMM 3aMKaMM WM TIPUCIIOCOGIEHMAMU )i
OIeUaThIBAHMA 3aMOYHBIX CKBa)XMH. OIMH 35K3eMIUISp K/I04Ya OT XpaHWIMIA HaXOmMUTCA Y
COTPYLHMKA, OTBETCTBEHHOrO 3a XpaHuauiie. [IybimuKaThl KIKOYeH OT XPaHWIULL, COTPYIHUKA
XpaHsaT B celie OTBETCTBEHHOTO IIOb30BATeIs KPUIITOCPEHCTB. JlybiaMKAaT KiIo4Ya OT
XPaHMJIMILE OTBETCTBEHHOIO I10/Ib30BaTeNIs KPMUIITOCDEACTB B OI€YATAHHON YIIaKOBKE
nepegaeTcs Ha XpaHeHue OIepaTopy NOJ, PAaCIMCKy B COOTBETCTBYIOILEM JKypHaJle.

12.9. Tlo oxkoHuaHuy paBouero JHsS NOMEIIEHME M YCTAHOBJIEHHbIE B HEM XPaHW/IMILA
3aKPLIBAIOTCH, XPaHWJIMIIA OIleyaThlBAalOTCS. Haxopsiiuecs B IOJIb30BAHMM KIIOUM OT
XPaHUIIMILL NO/DKHBI CHAKOTCS IIOf, PAaCIMCKY B COOTBETCTBYIOILEM JKYPHAIe OTBETCTBEHHOMY
MOTb30BATENI0 KPUIITOCPEICTB WJIM YIIOJTHOMOYEHHOMY ([I€XYDHOMY), KOTOpbIE XPAaHAT 3TU
KJTFOUM B JIMYHOM JJIM CIIeLIMalIbHO BLIIEJIEHHOM XpaHUIUIIIE.

Kiioun OT peXMMHBIX IIOMELIeHWii, a TakKe KU OT XPaHW/IMILA, B KOTOPOM
Haxo[sITCS KIIOYM OT BCeX OPYTMX XPaHWIIMIL PEKMMHOTO MOMEIIEeHs, B OlleYaTaHHOM BUIe
CHAIOTCS IMOJ PACIVCKY B COOTBETCTBYIOLIEM JXYDHase CITY)XObl OXpaHbl MM JEXYPHOMY IO
OpraHusanuy OFHOBPEMEHHO C Ilepefayeil IOJ OXpaHy caMux TIoMelleHuit. IleuaTw,
NpegHasHayeHHble  Jji  OMNeyaTblBaHMS - XPaHWIMIL, HAXONATCHd y  IIOJb30BaTesel
KPUIITOCPECTB, OTBETCTBEHHBIX 3a 3T XPaHMUIMILA.

12.10. Ilpu yTpaTte KIouya OT XPaHWIUILA WX OT BXOLHOM JBepu B IIOMellleHle 3aMOK
3aMeHseTCs.
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12.11. TTomelneHus, HaxXOndAIIMecs B HMX OIeYaTaHHble XPAHWIMILA, MOTYT ObITh
BCKPBITBI  TONBKO  TIOJIb30BATENsIMM  KPMUIITOCPELNCTB, OTBETCTBEHHBIM  II0JIb30BaTesIeM
KPUIITOCPENCTB MM OTIEPaTOPOM.

ITpyu o6HapyKeHuy MPMU3HAKOB, YKa3bIBAIOUIMX HA BO3MOYXHOE HEeCaHKIMOHMPOBaHHOE
NPOHMKHOBEHME B 3TY TIOMEIIEeHWUs WM XPAHWIMIIA [TOCTOPOHHMX JIMI[, O CJTY4YMBILEMCH
HeMe[JIeHHO COOBIIaeTcsl OTBETCTBEHHOMY IT0JIb30BATEI0 KPUIITOCPENCTB MM OIepaTopy.
[TpuGBIBIIMIT OTBETCTBEHHBIN I0Jb30BaTeNlb KPUIITOCDENCTB OLIEHMBAET BO3MOXXHOCTD
KOMIIDOMETAlMM XPaHSIIMKCS KIIOYeBBIX M JIPYTMX [JOKYMEHTOB, COCTaBjfgeT akT |
NPUHMMAET, TIpY HEeOBXOMMMOCTM, Mepbl K JIOKaaM3alyy MOCHe[CTBUI KOMIIPOMeTaluu
KOH(MIEHIMATbHbIX JaHHbIX M K 3aMeHe CKOMITPOMETVPOBAHHbIX KPUITTOKJIIOYEI.

12.12. Texuuueckoe  OBCAYKMBaHME  0OOpPYHOBaHMS, - (QYHKIMOHUPYIOIETO  C
KPUIITOCPEACTBAaMM, M CMeHa KPUIITOK/IIOYeM OCYILeCTBJAIOTCS B OTCYTCTBME JIML, He
JOMYIIEHHBIX K paboTe ¢ JaHHBIMU KPUIITOCPECTBAMM.

Ha Bpend OTCYTCTBUSA II0JIb30BaTeIel KPUIITOCPENCTB YKA3aHHOE OﬁOpYﬂOBaHP{e, ImpH
HaIMuMy TEXHUYECKON BO3MOXXHOCTHM, BBIKJIOUEHO, OTK/IIOYEHO OT JIMHUU CBSA3U U y6paH0 B
ore4dyaTblBaeMble XPaHMITMIIIA.

13. Tlopsmok cCTUpaHus samuinaeMol MHGOpMAaUMM ¥ YHWYTOKEHMS HOCHUTeNIeH
saruniaeMon uHbopmamn

13.1. B obsi3aTelbHOM TOPSIIKE YHUUTOXEHMIO NOJJIEXXaT IIOBPeXXIeHHbIe, BbIBOAYMbIE
M3 3IKCIUTyaTalMy HOCUTENIM, COJepsKallue 3allMIlaeMyro MH(OpMauuio, MCIOIb30BaHKe
KOTOPBIX He IIpeanoJaraercs B gajgbHeiineM. CTUpaHUIO TMOLJIEXAT HOCUTENM, colepskaliue
3alMIIAEMYIO MHGOPMAaLMIO, KOTOpble BBIBOAATCA M3 3Kcruryarauyu B cocraBe MC. He
JIOITYCKARTCST CTUPAHME HEMCITPaBHbIX HOCUTENIeM ¥ mepemadya UX B CEePBUCHBIM LEHTD IJIs
pemonTa. TaKite HOCHUTENMN MOJIKHBI YHUUTOXKATHCS B COOTBETCTBUM C HACTOSILMM IIOPSIKOM.

13.2. CtupaHue [OOJDKHO TIPOM3BOOUTHCS TI0 TEXHOJOTUMM, TIPENYCMOTPEHHOM IJIs
[IAHHOTO THIIa HOCKTEN, C IPUMEHEeHMEeM CepTMHOUIMPOBAHHBIX CPEeNCTB IapaHTUPOBAHHOTO
VHUUTOXEeHUs MHGOPMAaLMK (IOMTYCKaeTCs 3a/1e}iCTBOBATh MEXaHU3Mbl 3aTUPaHUs BCTPOEHHbIE
B cepTudMLMPOBaHHbIE CPEICTRA 3AIIUTEI MH(pOpMALIMK).

13.3. VHUUTOXXKeHHe HOCUTENEen IIPOM3BOOUTCH IIYTEM HaHeCeHMHd MM HeyCTPaHMMOI'o
(l}I'IBM‘-IECKOI'O [IOBpeXOeHnsa, MCK/II0YaoIIero BO3MOXHOCTb HMX MCIIO/Ib30BaHMSA, a TakiKe
BOCCTAHOBJIEHHMS MHC])O]JM&HMM (nepe,u, YHUYTOXeHueM, eClIM HOCHUTe/Ib MCIIpdaBeH, NOJDKHO
OBITh [MpoOM3BeeHO TapaHTMPOBaHMe CTUpaHue PIH(IJOpMa]J,IrIM Ha Hocmene).
HEHOCPE‘,ELCTBEHHIDIQ IeJCTBUS TI0 YHUUYTOXKEHMKD KOHKPETHOI'O THUIla HOCHUTENS OOJIXHDBI OBITh
AOCTATOYHBI 0715 HCKIHOYEHMA BO3MOXXHOCTH BOCCTAHOBJIEHMA MH(i)OpMElL[MH.

13.4. BymarkHbple ¥ OpouyMe cropaemble HOCUTENMM (KOHBEPTHI C HEMCIIONb3YeMbIMM
Gonee  maponAMM)  VHMYTOMKAIOT IIYTEeM  CKUTaHUsS MM C  [IOMONIBIO  JIFOOBIX
BymaropesaTre/ibHbIX MallllH.

13.5.1To daxkry YHUMUTOXKEHMS WM CTUpPAHUS HOCUTEJIEM COCTaBJISIeTCs akT, B
JKYpHaIax y4era [ealoTcs COOTBETCTBYIOIIME 3aliCH.

13.6. IIpouenypbl CTUpPAHUST M YHUUTOKEHUS OCYLLECTBJISIOTCS KOMUCCHEN, B KOTOPYIO
BXOZAT: OTBeTCTBEHHbINM 3a sKcrulyaTauuio MC, OTBeTCTBEHHBINM 32 3alUMTy MHbOpMauumy,
aIMUHUCTpaTOP Ge30MacHOCTH.

14. Topsox nepenaun 1 xpaHeHus KOHOUASHIMATbHOM MHGOpMaLyM

14.1. TIpu mepenave KoHMDMIEHIMANBLHON MHGOPMALMYU TPAKIAH OrepaTtop momKeH
coburoath cienyrolme TpeboBaHMs:

14.1.1. He coobuiats KoHOUIEHLIMANBHbIE TaHHbIE TPeThell CTOPOHe 6e3 MUCbMEHHOTO
coracusi TpakKEaHMHA, 3a MCKIIOYEHMEM C/yyaeB, KOI@ STO HeOOXOOMMO B LeJsIX
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InpenynpeXxXnoeHnd YIpo3bl JKM3HU M 300DPOBbLIO paGOTHHKa, a Tark’Ke B CJIy4adx, YCTaHOBJIEHHDBIX
d)e,ﬂepaﬂbl—lb]l\fl 3aKOHOM.

14.1.2. He coobiiate KoHbMOEHIMAIbHbIE MaHHbIE TpakJaHMHA B KOMMepYeCKUX
uensx 6es ero nucbMeHHoro corsacusg. O6paboTka KOHOUAEHIMATbHBIX HAHHBIX TPaXXAaHMHa
B LEJIX TIPOABIDKEHMS TOBapoB, paboT, YCJIYr Ha pPbIHKE ITyTEM OCYIIEeCTBJIEHUS IPSMBIX
KOHTAKTOB C TIOTEHIIMAIbHbIM [TOTPEeGUTE/IEM C IIOMOIIBIO CPEZICTB CBS3YM NOIYyCKaeTCsl TOIbKO
C ero IpeaBapuTeIbHOTO COrJIacHs.

14.1.3. IlpegypeouThb JI4ll, TTOAYUMBLUINX KOH(DUIEHIIMAIbHbIe JaHHbIe IPakgaHuHa, O
TOM, YTO T JaHHbIE MOT'YT GbITh MCIIONb30BaHbI JUIIb B LEJSX, A/ KOTOPbIX OHU COOBIIeHbI,
1 TpeboBaThb OT 3TUX JIMII TONTBEPKAEHUS TOrO, YTO 3TO MpaBMJIO cobmwojeHo. JIuia,
[IOTYYMBIIHE KOHbUIeHIIMaTbHbIe IaHHbIE, 006s13aHBI CObIOIATh peXMM
roudupesumaneHocT. C  manHeiMu Jsmuamyu  Onepatop mnopmnuceiBaer CorialleHye o
KOH(MOeHIMaTbHOCTH.

Hannoe IlonoskeHue He pacrnpocTpaHseTcs Ha obMeH KOH(uIeHIMaIbHbIMMY JaHHbIMU
rpaskiaH B MOPSZIKE, YCTAHOBIEHHOM (hefepasbHbIMM 3aKOHAMM.

14.1.4. OcywiecTBisaTh nepefavyy KOHOMIEHUMaAbHbIX HAaHHBIX I'pakOaH B Ipefesax
Opranusais B COOTBETCTBUM ¢ HacToAIuUM [TonoskeHmeM.

14.1.5. PaspeizaTh IOCTYII K KOHGMIEHUMAIbHbIM [OAaHHBIM TIpakOaH TOJBKO
CrlelMajbHO YIIOJTHOMOYEHHBIM JIMIIaM, TIPM 9TOM YKasaHHble JIMIA JO/DKHBI MMETb IIpaBO
TI0JIy4aTh TOJIBKO Te KOH(MMUIeHIMalbHbIe TaHHbIE, KOTOPbIE HEOOXOOMMBI MM IJISl BbIIIOJTHEHMS
KOHKPEeTHO! (hYHKIIMIA.

14.1.6. IlepenaBaTh KOHOMIEHUMATbHbIE HaHHble T'PAXKAAH UX MPENCTaBUTENSIM B
TIOpSIKe, YCTAaHOBJIEHHOM 3aKOHoJarelbcTBOM Poccuitckon Denepaiiu, U OrpaHMUMBATDL 3TY
JH(POPMaUMIO TOMABKO TeMM KOH(DMOeHUMaNbHblEe TaHHBIMM, KOTOpPbIE HEOOXOMMMBI IS
BbIMOTHEHMS YKA3aHHBIMY TIPECTaBUTEIIMM UX DYHKLIMA.

14.2. XpaneHue 1 UCIOMb30BaHME KOHOUIEHIIMATBHBIX TAHHBIX IPasKIaH:

14.2.1. KondupeHyanbHble OaHHbIE TpakgaH o06pabaThIBAIOTCA M XPAaHATCS B
Mo pasneneHysax yIIpaBieHus..

14.2.2. KoHdupeHanbHble DaHHbIE TPakgaH MOLYT ObITb IIOJYYEHbI, IPOXOLUThH
IAJbHENIIYI0 06paboTKy U NepefaBaThCs Ha XpaHeHue, KaK Ha OYMaskHbIX HOCUTENSX, TaK U B
971eKTPOHHOM BHUJIE.

14.3. TIpu nonyueHuy KOHQUOEHIMANBHBIX [OaHHBIX He OT TCpakJaHduHa (3a
JICKTIOUeHNMeM (JIy4aeB, ecaM KOoH(UIeHLMaslbHble JaHHbIe ObUIM IIPeNOCTaBJeHbI Ha
OCHOBaHNM (pefepaIbHOrO 3aKOHA WM eCiau KOHOMAEHIMANbHbIE [aHHbIE SBJISIOTCA
obuwenocrynueiMu) Onepatop mo Hauana 06pabOTKM TakuMX KOHMUIEHUMANbHBIX TaHHBIX
0643aH MpefoCTaBUTh IPAKIAHUHY CIeNYIOLIYIO MHPOPMALMIO:

- HauMeHoBaHue (amuinsi, uMs, OTYECTBO) M afpec omepaTopa WM ero
NPeICTaBUTENS;

— LIeJTb 06p860TKM KOHCva‘I,IIeHLUfiaJIthIX OaHHbIX M ee [IPaBOBOe OCHOBaHME,
— IIperionaraemMsple I10J1b30BaTeNnu KOH(I}M,[LP.HIJ.M&JTIJH]JIX JaHHBIX;

- ycraHoBieHHble @efepajibHbIM 3akoHOM Poccmiickoin @emepamyum ot 27.07.2006
Ne 152-®3 «O mepcoHabHBIX JaHHBIX» IPaBa Cy6beKTa epCOHAIBHBIX HaHHBIX.

15. Tlopsimox B3auMomeicTBust ¢ MEGOPMAIOHHBIMM CETSMMU OBLIEro MOIb30BaHMS
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15.1. lauublil MOPSIOK ONpemesieH, ucxomss u3 Tpe6oBaumit PII «CpencTBa
BbIUMCTMTENbHON TeXHMKM. MedxceTeBble 5KpaHbl. 3allMTa OT HECAHKIMOHMPOBAHHOTO
pocryna K yHpopmanuy. ITokasaTeny 3alIMINEHHOCTY OT HECAHKIMOHMPOBAHHOIO HOCTYIA K
HH(OPMALMI», HACTOSIIEr0 JOKYMEHTa, a TaksKe CIIEAYIOUIMX OCHOBHBIX YTPO3 6e30nacHOCTH
VH(OpMaIuM, BOSHMKAIOMIMX TIPM B3aMMOZLECTBUM C MHMOPMALMOHHBIMU CETSMYU OBILEro
110J1b30BaHMA:

— HeCaHKLMOHMPOBAHHOTO JIOCTYIA K MHPOpPMAaLMM, XPaHAIIeHCcs U obpabaTbiBaeMoil
B0 BHYyTpeHHNxX JIBC (cepsepax, paboumx CTaHUMSIX) WIM Ha aBTOHOMHBIX II9BM, xaxk u3
Cerell, Tax ¥ 13 BHYTpeHHux JIBC;

~ HECaHKI[MOHMPOBAHHOI'O ~ HOCTYIlAa K  KOMMYHMKALMOHHOMY  O6GOpYIOBaHUIO
(MapuIpyT13aTopy, KOHIIEHTPATOPY, MOCTY, MYJIbTUIIIEKCOpY, cepBepy, Web/Proxy cepsepy),
coemuuarouiemy BuyTpeHHne JIBC opranusanym ¢ Cetsamu;

~ HeCaHKIMOHMPOBAHHOIO LOCTYIA K JaHHBIM (COOGILIEHMSIM), MepelaBaeMbIM MEXKIY
sHyTpeHHyMy JIBC u Cersamu, BrIrouas ux MoguduKaimuio, MMUTALIUIO U VHUUTOXKEHUE;

~ 3apakeHys IIPOrpaMMHOr0 obecrieueHy st KOMITbIOTePHBIMU «BUpYycaMm» u3 CeTn, Kaxk
TIOCPEJICTBOM IIpyeMa «3apakeHHbIX» (aisioB, Tak M mocpencTsom E-mail, ammieToB s3bika
JAVA 1 o6pektor ActiveXControl;

- BHEIpEHMST MPOrpaMMHBIX 3aKjIajok ¢ mejbio noaydenuss HCI K unHbopmanumu, a
TaloKe fesopranusaniu pabotsl BHyTpeHHeit JIBC u ee B3aumopeiicteus ¢ Ceramu;

- HeCaHKUMOHMPOBAHHOM Mepefauy 3allMIaeMoi KOHOMAEHIMAIbHOM MHDOpPMAaLmy
JIBC B CeTp;

— BOSMOXHOCTM TIiepexBaTa MHpopMmauuyu BHYTpeHHeir JIBC 3a cuer mOGOYHBIX
/IEKTPOMATHUTHBIX ~ MSYYEHM) ¥ HABOJOK OT OCHOBHBIX TEXHMYECKUX CPEICTB,
06pabaThIBAIONIMX TAKYIO MH(DOPMALIHUIO.

15.2. llopxiouerne Kk CeTu aBOHEHTCKOrO IIYHKTa OCYILECTBJISETCS IO DPEeNIeHWUIO
PYKOBOJMTEIS OPraHM3aliy Ha OCHOBaHMM COOTBETCTBYIOIIEr0 060CHOBAHMS.

15.5. O6ocuosanme HeobxommumocTy mopkmoueryst AIT k CeTy MomKHO COfIepKarTh:

~ HayuveHoBaHKMe CeTy, K KOTOPOM OCYLIECTBISETCS MONKIIOUEHMe, U DPEeKBUIUTDI
opraHusany-saanensua Cetu u nposaiinepa Ceri;

— COCTaB TeXHMUYECKUX CPeLCTB AJIs1 060opymoBanus All;

~ IpeAroiaraemple BBl paboT U UCIO/Ib3YyeMble IIPUKIIanHbIe cepBuchl CeTu (E-Mail,
FTP, TelNet, HTTP u T.11.) it ATI B 11e/1oM ¥ [UIst KasKIIOTO aboHeHTa, B YaCTHOCTH;

- pexym - nopkmoueHns  AIl u abonenToB kK Ceru (NOCTOSHHBIA, B T.4.
KPYrI0CYTOYHBIN, BPEMEHHBIH); '

— COCTaB OOLIEr0 M TeIeKOMMYHMKALMOHHOIO IIporpaMMHOro obecreuyenuss All u
abonenTos (OC, KIMEHTCKME ITPUKIIaLHbIE NIpOTpPaMMBeI IJ1s1 ceTu - Browsers u T.11.);

T HMCIO M IepedeHb TpPEeAINosaraeMbiX abOHEHTOB (HMama3soH MCIOIb3yeMbix IP-
anpecos);

~ Mephl M cpencTBa sammThl MHGopmauuy or HCII, koTopbie 6ymyT MpUMEHSThCS Ha
All, opraHmsauus-U3rOTOBUTENb, CBELEHUS O cepTH(hMKALMM, YCTAHOBLIMK, KOHOUTYpaIs,
nipaBuIa paboThl C HUMMU;

~ [IepeyeHb CBeleHNI KOH(MAEHIMaIbHOrO XapaKkTepa, 06pabaTbIBaeMbIX (XpPaHUMBIX)
Ha All, nofJiexaruyx rnepemnaue u nonyuaemsix u3 Cern.
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15.4. Ilopkmouenne k Cerut All, mpencrasisionmx coboii BHYTPeHHME (oxanbHbIE)
BBIUVC/IMTE/IbHbIE CETH, Ha KOTOpbIX oObOpabaTbiBaeTcss MHOOpMALMs, He paspellleHHas K
OTKPBITOMY ONyOIMKOBaHMIO, PaspelIaeTCsl TOMbKO TIOC/Ie YCTaHOBKY Ha ATl cpencTB 3aluTh
nHpopmatuyn ot HCII,

15.5. lopknrouenne  JIBC  mpepmpusituss  (yupexkpenus) K = CeTM  JOJDKHO
OCYILLECTBJISITbCS Yepe3 CPencTBa pasrpaHndyenus gocrymna B Buge MO (Firewall, Bpauamayap).
He monyckaercas mnopkmouenne JIBC k Cetu B o06xom MD. MDD HOKHBI BbITh
cepTU(MUMPOBaHbI 10 TpeGoBaHMIM 6e30MacHOCTH MH(GOPMALNA.

15.6. Docryn k M3, Kk cpencrsam ero KOHOUIYpMpOBaHMS HOJDKEH OCYILECTBISThCS
TONBKO ADMUHMCTPATOPOM 6GesonacHocTu. CpefcTBa YAaaeHHOro yIpasieHus MO IOJDKHbI
ObITb MCK/TFOUEHBI 13 KOHDMUIYpaLuA.

15.7. Ha Texauueckux cpencrBax AIl [0/KHO HAXOAUTBCS IIPOrpaMMHOe oBecIieueHye
TOJMBKO B TOW KOH(QUrypalmu, KOTopas Heo6Xommuma IJis BBIIIOJHEeHMs paboT, 3asB/IEHHbIX B
obocHoBaHmy  Heobxomumocty nopkmouernst AIl x  CeTu (06OCHOBaHHME MOKET
KOPPeKTMPOBATbCSA B YCTAaHOBJIEHHOM B OpraHM3aluM IIOpsIKe).

15.8. VcraHoBky IIPOrpaMMHOTO obecrieueHus, obecreunBaoIero
(GyHxumonuposanme AT, O/DKEH BBIIONHATH TOJIBKO AnmuHucTpaTop 6€301acHOCTH.

15.9. VcranaBnuBaemble MesKCeTeBble SKpaHbI OJKHBI COOTBETCTBOBATDH Kjaccy
sammaemoro  AIT (AC) wu orseuats TpeGoBanmsiv PII DCTOK Poccun «Cpencrsa
BBIUMC/IMTENILHOM TeXHMKM. MexcereBble 5KpaHbl. 3aliuTa OT HECAHKIMOHMPOBAHHOTO
nocryna k nHpopmanyy. ITokasaTeny 3alIMIIEHHOCTY OT HECAHKLUMOHMPOBAHHOTO JOCTYIIA K
yHGOpMAaIM»,

15.10. C31 HCI, ycranasnuBaemas Ha aBTOHOMHYIO IIOBM, pa6oume cramimmy u
cepsepbl BHyTpeHHeln JIBC mnpemnpustus npu o06paboTKe Ha HMX KoHbUIeHIMaIbHOM
HH(OPMALIMH, TOIKHA OCYILECTBIIATD:

~ VIEHTHOURALMIO U ayTeHTU(MUKALMIO TONb30BATE el MPY HOCTYIle K aBTOHOMHOI
[T9BM, pabounm craHumsiv u cepsepam BHyTperHeit JIBC mo ULEHTUDUKATOPY U [TapOJIIO;

~ KOHTpPOJIb NOCTYIA K pecypcam aBToHOMHOM [ISBM, pabouux CTaHIMil U CepBepoB
sHyTpeHHel JIBC Ha OCHOBe JYCKPEIMOHHOrO MPUHIUIIA;

~ PerMCTpanuio AocTyna X pecypcam aBTOHOMHOM II9BM, paboumx craHumit u
cepsepos BHyTpeHHen JIBC, Brmouas mombirky HCII;

- DerucTpanuio (HakToB OTHPABKM U TIONYYEHUS A6OHEHTOM COOGILEHMIT (dbainos,
IMceM, JOKYMEHTOR).

ITpu stom C3UM or HCII pmomxHa 3amperarhb 3alyCK abOHEHTOM IIPOM3BOJIBHbIX
[IPpOrpamMm, He BKAIOYEHHbIX B COCTAB ITPOrpaMMHOro obecreyenms All.

Monndukauns KoHburypaumn mnporpaMMHOro obecreuenust AlT IIO/DKHA  OBITh
AOCTYIHA TOMBKO CO CTOPOHBL ATMUHUCTPATOpa 6E3011aCHOCTH.

Cpezncrea perucrpauum u PermcTpupyemble HaHHbIE JOJIKHBI OBbIThb HENOCTYIIHBI IS
aboHeHTA.

C3U or HCII nmomkHa 6bITh LIEJIOCTHOM, T.e. 3alIMIIEHHON OT HeCaHKIMOHUPOBAHHOM
MOMbUKaLIM 1 He comepsKalliel myTeir 06Xoaa MeXaHu3MOB KOHTPOJIsI.

Tecruposannme Bcex dyuxumit C3U or HCJI ¢ IIOMOILIbIO CHEeLMaIbHbIX MPOrPaMMHbBIX
CPEICTE MO/DKHO MPOBOMMUTCS He peske OJHOr0 pasa B rofl.

15.11. B menmsx KOHTpO/IS 3a IpaBOMEpHOCTBIO ucromb3oBanust AIl u BbISIBJIEHUS
HapyLeHyi Tpe6oBaHMIl 10 3a1umTe MHMOPMALL:



27

~ OCYLLECTB/IATh aHanu3 npuuumaemoit n3 Cetu u nepenasaemoit B CeTb uHGopmanumu,
B TOM UMCJIe Ha HAJTMUME «BUPYCOBY;

- [IPOBOAMThL TIOCTOSHHBINA KOHTPOIb MH(OpMalUuu, nomemiaemoir Ha Web-cepBepbl
[IPeanPUSTHSI.

15.12. AboneHTs! CeTy 0653aHbI:
~ 3HaTb MOPSITOK PErucTpauun 1 B3aumoenctsus B CeTu;
~ SHATh MHCTPYKLMIO I10 0becreueHnio 6e3onacHocTy uHpopmanmn Ha All;

- 3HaTh TIpaBuaa paboThl €O cpemcTBamu  3amwmThl  MH@opmauuy or HCII,
yeraHosnenHbivu Ha AlT (cepBepax, pabounx cranuusax All);

-=YMeTh II0JIb30BAThCA CPenCTBaMU aHTMBMpYCHOﬁ 3allIMThI,

- Mocjie OKoHuauus pabothl B CeTu NpoBepUTb CBOe pabouee MeCTO Ha Haauuue
«BUPYCOB».

15.13. Bxomgumie u wucxopsme coobuieHus ((ainbl, JOKYMEHTbI), a TakkKe
jcrionb3yembie 1pu pabore B Ceru HocuTenM MHPOPMALMM YYUTHIBAIOTCS B JKypHaiax
[le/IoNpOM3BOICTEA.

15.14., TIpu pabore B CeTu KaTeropMyecky 3arpelaeTcs:

- TIOAKJTIOUATh TEXHMUECKIe CpelncTBa (cepBepbl, paboune CTaHLMMU), MMeIoLMe BBIXO[
5 CeThb, K OPYrMM TeXHMUUECKMM Cpe[CcTBaM (CeTsiM), He OIlpefejleHHbIM B OOOCHOBaHMM
riogkaoueHmns x CeTi;

- M3MEHAThL COCTaB M KOH(QUTYpaLMIO MPOrpaMMHBIX UM TexHuueckux cpencts All 6e3
CaHKUMM aJMMHWCTPATOpPa 1 aTTeCTallMOHHOM KOMMUCCUM;

— IIPpOMZBOONMTE OTIIPAaBKY OaHHbBIX 6e3 COOTBETCTBYIOILET'O paspelleHNsd,;

— MCTIOJIb30BaTh 3aperuCTPUpPOBaHHbIe HOCUTEIM MHMOpPMAlMK Ha pabounMx MecTax
Ipyrux cricTem (B TOM uMciie 1 aBTOHOMHBIX [IDBM) 6e3 cOOTBETCTBYIOLLEN CAaHKIMN.

15.15. KoHTposb 3a BBIMOJHEHMEM MEPOIPHUATHI MO0 ObecredyeHuio 6e30macHOCTU
nHGopmanuyt Ha All Bosmaraercss Ha AjmuHuUCTpaTopa 6€30MaCHOCTHM, DYKOBOIMTEsEN
COOTBETCTBYIOLINX TOAPAa3Ae/IeHN I, ONPe/IeJIeHHbIX ITPUKa30M IT0 OpraHu3aIuin.

16. 3armrounTensuble TTONOKEeHMS.

16.1. Tpebosanusa Hacrosiiero IlosoxeHuss o06s13aTenbHbl [JIS BCEX COTPYIHUKOB
00pabdaTbIBAKOLIMX KOHGUIEHIMAIBHYIO MH(MOPMAaIMIO.

16.2. Hapyuienume TpebGoBauuit Hacrtosiero IloyioskeHuss BjiedeT 3a  COBOM
NUCIIMTTMHAPHYIO, TPaKIaHCKO-TIPaBOBYIO, aJMUHMUCTPATUBHYIO W YTOJIOBHYIO
OTBETCTBEHHOCTb B COOTBETCTBUM C 3aKOHOAATebCcTBOM Poccuiickoit Mepeparyn.




[TpunoxkeHue 2
k ipurasy TOI'BOVY O «lleHTp passutud
TBOPYECTBA JeTeil 1 IOHOIIeCTBa»

OT« » 20 r.Ne

Tumnosas Gopma
paspeleHus (IOMycKa) Ha aBTOMAaTH3MPOBaHHYI0 06paboTKy MHMOPMaLH

YTBEPXIAIO
PyKoBOAUTENb CTPYKTYPHOTO MO pasie/ieHus,
OTBETCTBEHHOT'O 32 AKCIUTyaTaliio
obbexTa MHpopMaTU3aLn

/. /

« » 20 @

PA3PEIIEHUE Ne
Ha aBTOMATU3MPOBAHHYIO 06paboTKy uHbOpMaLyy (IIPOM3BOACTBO PacyeToB, paspaboTKy
3amauy (TpymIbl 3a71a4)

1. HaumeHoBaHMe paboThI:
. OcHOBaHue J1J1s BBITIOJIHeHMS, LIeJIb, M Ha3HayeHye paboThI:

]

. 3akasbiBaloliee NojpasaesieHue (OTHeNeHue, OTaelN, Cayxo6a):

LA

4. @amusa ¥ MHULMAIbI MCITOJHUTENS (MCIIOJTHUTEIeH):

. ITepuiopyuHoCTb MPOBeneHust (CPOKK BbIITOJIHEeHUSsT) paboT:

N

6. Bupger  xoubumeHManbHoi uMHGOpPMaIMM, KOHTPOJbHBIX paclieyaToOK (B TOM 4MCTIe
MPOMEXXYTOUHBIX Pe3YyJIbTATOB DelleHUs 3a/1ay):

7. MeCTo U CpOKM XpaHeHusd, yyeTHble HOMepa HocuTenell uHpopManmy, 3a/ieliCTBOBaHHbIX B
obpaboTke mHbopmManuu, TI0JIb30BaTeIN nHdopmanyein u HOCUTENSAMHA
nndbopmaiim:

8. HammeHnoBaHne u KOJMMUYECTBO 5K3eMIUIIPOB (OPMUPYEMbBIX BBIXOZHBIX JIOKYMEHTOB,
CTereHb ux CEeKPEeTHOCTH, KoMy [IpeOCTaBJIAIOTCS BBIXOJIHbIE
DOKYMEHTBI:
Hpyrue tpeGoBaHust 1 yKa3aHMI:

(IaTta, NOANMCH, HAMMIHS M MHMLIMAIBL MCTIOMHMTEN)

COT'JTACOBAHO

Hupextop
/ /
« » 20 |




ITpunoxxkenue 3
k mpukaszy TOI'BOY O «lleHTp passutus
TBOPYECTBA JEeTEeN U IOHOIIeCTBa»

OT « » 20 r. Ne

Turnosast popma 3asIBKYM Ha KOMMpPOBaHKe (pasMHOXKeHMe) JOKYMEHTOB

COI'JTACOBAHO VTBEPXXIIAIO
IipexTop PyKOBOAMTEb CTPYKTYPHOTO
nogpasnejieHMs
4 /
« __ » 20 T. / /
<« » 200 B,
3AABKA

Ha KOMupoBaHue (pasMHOKEHME) TOKYMEHTOB

ITonpaspenenne

HaumeHoBaHe paboThl

(xonupoBaHue, pasMHONKEHHE)

Ne | Bua xondumeHLManbHOM Konnuectso 11CTOB B Tpebyemoe KonmuecTBoO
/1 | uHGopMaly OpurrHaia OpUTMHAJIe KOIuit
1 2 3 4
! BrinosmHeHne pabot
‘ - YyeTHble HOMepa HOCUTeNein
|  Kommyectso KonnuecTtso KomuuectBo
; nH@opmaiuu, Ha KOTOpbIe
| M3rOTOB/IEHHbI JIMCTOB B HpaKkoBaHHBIX
. s [IPOM3BEIEHO KOMMPOBaHMe
| X KOMM 9K3eMIUISIpe JIMCTOB
; (pacmeuaThiBaHuE)
3 5 6 i 8

(mara, moamch, GaMuInsS U UHULIMAIIBI
UCTIOTHUTEIS)

Otmetky B hopMe yueTta JOMOTHUTETHHO U3TOTOBIEHHbIX
IK3IEMILISIPOB JOKYMEHTOB IIPOM3BeNI
OTBEeTCTBEHHBII 32 yUeT

(maTa, MOAIMCh, (aMUINSI ¥ MHULIMAIIBI UCTIOTHUTEIS)



ITpunoxkenne 4
x npukasy TOTBOY 1O «IlenTp pasBurus
TBOPYECTBA JeTeil U IOHOLIeCTBa»
OT «___ » 20 r. Ne

HOPMATUBHO-METOJIUYECKAS BA3A
ITpi o6paboTke KOHMMIEHIMATBHOI uHbOpMaLyy (110 obecreyeHn o 6e30MacHOCTH
yH(OPMAINI) C UCTIOITH30BAHVEM CPENICTB BhIUMC/IUTEIbHON TEXHUKM

Vkas Ilpesumenta Poccuitckoit ®emepaumu ot 30 mas 2005 roma Ne 609 «O6
vreepkaeHy  TIOJIOKEeHUsT O TIePCOHAJbHBIX HAHHBIX T[OCYHapCTBEHHOIO TIPaXIaHCKOro
caykaitero Poccuiickoit @epepany ¥ BeleHUM €ro JIMYHOIO Jesiar; _

Degepanbhbii 3akoH or 27 wions 2006 roma Ne 149-03 «06 wunbopmaimy,
HHPOPMAIMOHHBIX TEXHOJIOTUAX I O 3allMTe MHPOPMAaLUN»;

MepepanbHbii 3akoH oT 27 mions 2006 roga Ne 152-@3 «O nepcoHa/lbHbIX TaHHBIX»;

Vkas Ilpesupenra Poccuiickoit @emepamyu ot 17 mapra 2008 roga Ne 351 «O mepax
mo obecreuenyio uHGOpMaumoHHoi 6GesomacHocT  Poccuiickon  @Depepauyuyu  Ipu
JICTIONb30BaHM)  MH(MOPMALMOHHO-TEJIEKOMMYHMKAIIMOHHBIX  CeTell  MEeXIYyHapOLHOro
JH(DOPMAIIMOHHOTO O6MEHa»;

ITocranosnenue IIpasurenscrsa Poccuitckoir @epepannu ot 6 uiosis 2008 roma Ne 512
«OB yTBepskaeHKM TpeBOBaHN K MaTepuaaIbHbIM HOCUTESIM 6MIOMEeTPUUECKUX TIePCOHaTbHBIX
JAHHBIX M TEXHOJOTMSM XpaHeHMss TakuMX HaHHBIX BHE MHGOPMALMOHHBIX CUCTEM
[1ePCOHANbHBIX JAHHBIX»;

CrnenmanbHpie  TpebOBaHMA M pPeKOMEeHZAIMM  II0  TEeXHUYEeCKoy  3alluTe
koubunenuyuansaoi uadopmanuy (CTP-K), ®CTIK Poccun;

[Mpukas ®CTOK Poccun or 11.02.2013 Ne 17 «O6 yrBepskpenuu TpebGosaHmii o
sauure MHGOPMALMM, He COCTaBJIAIONIeNl TOCYIAapCTBEHHYIO TalHy, COIep)Kallieiicsi B
roCyaapCTBeHHBIX MHPOPMAaLMOHHBIX CUCTEMaX»;

ITpukas @GCTOK Poccum or 18.02.2013 Ne 21 «O6 vyreepxkgenuyu CocraBa U
COIEPKAHUS OPraHMsalMOHHBIX M TEXHMYECKMX Mep II0 obecrieueHMIO 6e3011acHOCTH
MePCOHAMbHBIX JAHHBIX NMPU UX 00paboTke B MHOOPMALMOHHBIX CUCTEMax II€PCOHAaJbHBIX
OAHHBIX»;

ITocranosnenue IIpaButensctea P® or 01.11.2012 Ne 1119 «O6 yTBepsKneHUM
TpeGOBaHNMIT K 3alUTe I[epCOHANbHbIX [MaHHBIX HpU MX 06padoTke B MHGOOPMaLMOHHBIX
CHCTeMax MepCoOHANIbHBIX JAHHDLIX»

TMocranosnenne ITpaButenscrea PO ot 21.03.2012 Ne 211 «O6 yTBep>KI€HUU TIePeyuHs
Mep, HarpaBJeHHbIX Ha obecrieyeHye BbIIIOJHEHUS 0OS3aHHOCTEe, IIpeJyCMOTPEHHBIX
@®epepanbubiv 3aKoHOM «O TepCOHANBHBIX TAHHBIX» M TPUHITBIMU B COOTBETCTBUM C HUM
HOPMAaTHMBHBIMI TIPABOBBIMM aKTaMM, OIepaTopamMM, SBSIOLIMMUCS IOCYHAPCTBEHHBIMM WIIN
MYHMUMIIATbHBIMY OpraHaMm»;

ITpuxkas POCKOMHA/I30OPA ot 05.09.2013 Ne 996 «O6 yTBepskmeHun TpeboBaHMIA U
MeTOOOB I1IO 06@3J’IM‘-II4]38HI‘IPO MMepCoHAIbHBIX OAHHBIX Y,

Metonuueckue marepuansl @DOCTOK or 15.02.2008 «basoBasi Mopzenb yrpos
6e30macHOCTY TIePCOHATbHBIX MAHHBIX TpU UX 06paboTke B MHOOPMAIMOHHBIX CHCTEMax
[IEPCOHAMbHDBIX JAHHBIX?;

«MeTrognueckue peKoOMeHAaluu MO paspaboTKe HOPMATMBHBIX IIPaBOBBIX aKTOB,
OTPENeISTIONINY YIPO3bl GE30TIaCHOCTY TIePCOHATbHBIX TaHHBIX, aKTyajibHble Ipu 06paboTke
[epCOHAMbHBLIX  OAHHBIX B MHGMOPMAIMOHHBIX  CUCTeMaxX, SKCIUIyaTUpPYeMbIX IIpU
OCYIIECTBIEHMUI  COOTBETCTBYIOLUIMX BMIOOB [OedTelbHOCTM»  (yTBepkneHbl [Ipuxaszom
HavyasbHika § Lentpa ®CB Poccun ot 31 mapra 2015 r. Ne 149/7/2/6-432)

VucTpykuys o6 opraHusanyumu U obecriedeHuu 6e3011aCHOCTM XpaHeHus, 06paboTku u
repefauy [0 KaHajaM CBSI3M C MCIIOJIb30BaHMEM CPeOCTB KPUNTOrpaduyeckon 3allyThl
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yH(OpMaLM € OrpPaHMUEHHBIM [OCTYIIOM, He COHepKallleii CBeJeHWM, COCTAB/ISIOLIMX
rocygapcTBeHHYIo Taiiny, npukas @ATICU ot 13 uions 2001 roga Ne 152;

ITpukas ®CB Poccun or 10 umiona 2014 r. N 378 «O6 yrsepxpenun CocraBa u
comepKaHus OpraHu3alyOHHbBIX ¥ TEXHWYECKMX Mep Mo obecredeHuio 6e30I1acHOCTH
NepCcoHa/NbHBIX OAHHBIX NPU uX 06paboTke B MHGOOPMAaLMOHHBIX CUCTEMAax IEepPCOHABHBIX
NAaHHBIX C  JCIOMb30BAaHMEM CpefcTB  Kpunrorpaduueckoil 3alyThl  MHGOpMAaLUK,
HeoGXOIMMBIX [JIS BBINOJHEHNS ycTaHOBJIeHHbIX IIpaBurenbcrBom Poccuiickon Depepanym
TpeboBaHMIT K 3alL(4Te [IePCOHATbHbBIX TaHHbIX LI KaXKIOTO U3 YPOBHEI 3alMILEHHOCTHY;

PII. ABTOMAaTH3MpPOBaHHbIe CHCTEMbI. 3alliMTa OT HECAHKUMOHMPOBAHHOIO MOCTYIa K
yndopmant. Knaccudmraimg aBTOMATM3MPOBAHHBIX CHUCTEM ¥ TpeGOBaHMS IO 3alluTe
unpopmanmi (Focrexkomuccus Poceuu, 1992);

"OCT PO 0043-004-2013 «IIporpamMmma ¥ METOAMKM aTTeCTALMOHHBIX UCIIBITAHWUI»;

Meromuueckuii moxkymeHT, yrTeepxuaéuusiii @O®CTIK Pocecun or 05.02.2021 r.
«VleTopiKa OL@HKM Yrpo3 6e30macHoCTH MHOOpManum»;

ITpukas @DCTOK Poccun ot 29.04.2021 Ne 77 «O6 yreepxpenuu Ilopsnka
OpraHMsanyy M IpOBeJeHMs paboT Mo aTrecTauuu O6beKTOB MHPOpMaTU3auuyu Ha
COOTBETCTBME TpebGoBaHMAM O 3amuTe MHQOpPMALMM OrPAaHMUYEHHOTO [OOCTyla, He
COCTABJISIIOLLE} TOCYIapCTBEHHYIO TAMHY»;

Ilpukas @®CB Poccum or 09.02.2005 Ne66 «O6 yreepknmenum IlomoxeHus o
paspaboTke, TIPOM3BOJICTBE, peanu3sanym " 9KCIUTyaTalun M poBaIbHbIX
(xkpunrorpaduyeckux) cpencts samuTh uHGopmaryu (ITonoxxenue ITK3-2005)».
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JINCT
O3HAKOMJIEHMS C ITOJIOJKeHueM 00 opraHusalyy ¥ poBefeHnK paboT 1o obecrieyeHuo
6e30MacHOCTY KOH(UIEeHIIMAIbHOM MHPOPMalyX [IPY X aBTOMaTU3MPOBaHHOM 06paboTke B
MHGOPMALMOHHbBIX CUCTEMAX
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